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1 Introduction to the Linux Agent

The Linux Agent backs up data on Linux systantrestores data from the backups.

The Agent is installed on Linux systems where you want to back up and restore data. As shown in the
following diagram, you can use Portal to manage the Agent and jobs, back up data to a secure vault, and
restore data fom the backups.
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The Linux Agent can back up:

9 Files and folders on the Linux system.
1 System files required for recovering the operating system, including registry and boot files.
9 Files and folders that are saved on mounted NFS shares

Beginning in version 8.83, the Linux Agent can also create Bare Metal Restore (BMR) backups for
restoring entire 64bit Linux systems. A Linux BMR backup includes an .iso file for starting the
destination system and running the restore, and a backup irvéhdt that includes all data on the
system, by default.

An Oracle Plu@n, which backs up and restores Oracle databases, can be installed with the Linux Agent.
There is a separate installation kit for the Oracle Ritufpr Linux.
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2 Install the Linux Agnt

Linux Agent version 8.83 is available as-®dié4pplication that can only be installed on-6# systems.
For supported platforms, see the Linux Agent release notes.

Beginning in version 8.83, the Linux Agent can create Bare Metal Restore (BMRislfackestoring
entire 64bit Linux systems. If you want to enable Linux BMR backups, the-d&tel&ecover tool must
be installed on the system. For more information, $estall and verify Relaand-Recover for Linux BMR
backupson pages.

You can enable Linux BMR backups when you install the Agent, or after the Agent is installed. See
Register the Linux Agent with Relxd-Recover and enable BMR backopspagell.

NOTEThe Linux Agent installation process configures RatabdRecover for use with the Agent. If
Relaxand-Recover is installed on the server for anatluse, you can install a second copy of the tool in

a different location to avoid overwriting your settings. When installing the Linux Agent, enter the Relax
and-Recover location for the Agent to use.

The Linux Agent installation kit is provided as agafile. Only unzip this file on the machine where it
will be installed. Unzipping the file on another type of machine can cause unpredictable results.

To install the Linux Agent, you must have root privileges on the target system.

The installation progma will check whether there is enough disk space for the installation. If the
available disk space is insufficient, the installation directory will roll back to its original state.

To install the Agent:

1. If you want to enable support for BMR backups, enshat the Relaxand-Recover tool is
installed on the Linux system. Sestall and verify Relaand-Recover for Linux BMR backgos
pages.

2. Downbad the Linux Agent tar.gz installation package on the machine where you are installing the
Agent.

3. Run the following command to extract files from the installation package:

tar -zxf packageName .tar.gz

WherepackageNamés the name of the Agent installaticit.

4. Run the following command to change to the Agent installation kit directory:
cd packageName
5. Run the following command to start the installation:

Jinstall.sh

For available command options, skestall or upgrade the Linux Agent in silent modepage 9.

6. PressEnterto read the software license agreement. If you accept the agreement, ahter
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ccept the terms and conditions of the license agreement?
r ‘y" to ace ept the licemsze agreement., IF no, enter n" ot cancel th

||
license agreement

Installing Hackup Agent

Installation directory? [soptsBUfgent] _

7. At the Installation directory prompt, do one of the following:

1 To accept the default installation directory (/opt/BUAgent), prEsser.
1 Specify an installation directory apdessEnter.
The directory, disk space required and available disk space are shown.

soptsBURAgent
ace Regquired : 139 MBE (estimated)
45397 HB

Freparing for installation
coptsBUAgent doesm’t exiszt. Create it? ([¥1lsn)

8. EnterYto create the BUAgent directory.

9. Atthe Select language prompt, enter the language for Agent messages. The default language is
English [eAJS].

Specify the language that should be wused by default for e
notif ications. The Agent knows the following languages:

de-DE German [(Germany)
en-US English CU5)
es-E3 3 sh (Spain)
fr-FR French (France)
default language has been detected as en_US.UTF-B [English (US)].

1 supported language From the lizt abowe or press ENTER to use this

delect language: [en-U31 _

You are then psmpted to choose the data encryption method.

By default, the Agent encrypts dagd-rest using an encryption method that is integrated in the
Agent. For audit purposes, some organizations require the Agent to use the external encryption
library that is povided with the Agent. Using the external encryption library can degrade Agent
performance.

The Agent is only supported with the external encryption library that is provided with the Agent.
It has not been tested with other encryption libraries.

10. Do one ¢ the following:

1 To use the integrated encryption method, eni#&rThis is the default value.
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9 To use the external encryption library that is provided with the Agent, diter
11. At the Bare Metal Restore (BMR) backup support prompt, do one of the following:

i To enable BMR backups, entérWhen prompted, enter the path to the Relard
Recover tool.

By default, the tool is installed in /usr/sbin/rear. The RedaxxtRecover tool must already
be installed on the Linux server. Sestall and verify Relaand-Recover for Linux BMR
backupson pages.
1 If you do not want to enable BMR backups, enter
12. When prompted to register to Portal, entaft
13. At the Portal address prompt, enter the Portal host name or IPV4 address.

NOTEWe recommend specifying the Portal host name when you register an agent to Portal. If
the Portal IP address changes in the future, Dalshandle the change and you will nae to
manually register the agent to Portal again.

14. At the Portal connection port prompt, enter the Portal connection port. The default value is 8086.
15. At the Portal username prompt, enter the Portal username for registering the Agent.
16. At the Portal passwal prompt, enter the password for the Portal user specified in the previous

step.
The installation proceeds. When complete, a message appears and the Agent starts.

The installation log (Install.log) is located in the installation directory.

2.1 Install and verify Relaxand-Recover for Linux BMR backups

For Bare Metal Restore (BMR) backup support with Linux Agent version 8.83aReRecover (rear)
version 2.5 must be installed on the Linux system. This section describes how to install thi®open
tool and verify the installation. For more information, see the RalackRecover websitehttp://relax-
andrecover.org/

If Relaxand-Recover is installed on a Linux system, you can enable BMR backups wilestalbthe
Agent on the system. Séustall the Linux Agemn page6.

You can also enable BMR backups by running a script after the Agestaieth Running this script is
also required if you reinstall Relaxd-Recover or change its installation path after enabling BMR
backups with the Linux Agent. SRegister the Linux Agent with Rekxd-Recover and enable BMR
backupson pagell.

NOTEWhen you enable Linux Agent BMR backups, ReiebRecover is configured for use with the
Agent. If Relazand-Recover is installed on a server fowogher use, you can install a second copy of the
tool in a different location to avoid overwriting existing settings. When installing the Linux Agent, you
can enter the Relagnd-Recover location for the Agent to use.

NOTEIf you uninstalRelaxand-Recover after enabling BMR backups for a Linux AgentBiviR
backups will continue to work.

To install and verify Relaand-Recover for Linux BMR backups:
1. Ensure that the following Rel@nd-Recover requirements are installed on the Linux system
1 bash



http://relax-and-recover.org/
http://relax-and-recover.org/

Linux Agent and Oracle P}mg8.8 User Guide

1 mkisofs or genisoimage

1 mingetty
The Relavand-Recover website also lists naftils and cifautils as requirements. These packages
are not required for use with the Linux Agent.

NOTESome Linux distributions may have additional requirements (e.qg., binutils and isolinux for
Ubuntu 18.04). Any missing packages will be identifi€stép 5Sof this procedure.

2. Download and install Relaand-Recover as described on the Redad-Recover welige;
http://relax-and-recover.org/documentation/installation

3. Change to the folder where Relarnd-Recover (rear) is installed (/usr/sbin/rear, by default).

Check the installed rear v&@on by running the following command:
rear -V

4. If a Relaxand-Recover version earlier than 2.5 is installed, do the following:

a. Go to the Relaand-Recover downloads page and download the stable release of-Relax
and-Recover version 2.5.

b. Extract the packag® a temporary directory (e.g., /tmp/rear).

c. Inthe temporary directory, run the following command:
make install

d. Verify that rear 2.5 is installed by running the following command:
rear -V

5. Verify that the installation was successful by running the follgggommand:
rear -D -v mkrescue

If the installation was successful, a rescue .iso file is created in /var/lib/rear/output.

If a rescue .iso file was not created, check the log to determine whether a dependency is missing.
By default, the log is located indr/log/rear. For Relaand-Recover support, go tottp://relax-
andrecover.org/support/

2.2 Install or upgrade the Linux Agent in silent mode

To install or upgrade the Linux Agent in silent moda,the following command in the directory where
the installation kit is located:

install.sh [ options ]

Whereoptionsare optional parameters for running the installation kit in silent mode. For a list of
available parameters, sdanux Agent installation pameterson pageo.

Linux Agent installation parameters

Parameter Description

- shutdown | -S . :
Force the Agent to shut down, if running.

- force -F , . - o
| Force the installation; skip the initial free space check.
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Parameter

Description

- defaults | -D

Use the default values for installation.

- force - defaults

Force the installation using the defaults (assungeand-F).

- web- registration=off
-W

Turns off Portal registration.

- web- registration= file

- WHile g Attempts to register to Portal with the values found in thie. See
Linux Agent registration optiortn pagell.

- quiet - o .

q | Q Quiet install; does not echo output to the screen. If user interact
is required in quiet mode, the install will fail unlefsrce-defaults ig
specified.

-log= NAME| -L=NAME . . . -

g | Writes the installation log to the specified fiNVAME

-lang= NAME| -I= NAME o
SelectdNAMEas the language. Must begin with an 1ISO languagg
code. May optionally be followed by a dash or underscore and §
ISO country code (e.g., fr;fR, and fr_FR are acceipi).
Character set markers (e.g., Ud)are ignored. Languages that
cannot be matched will report an error and the language will be
defaulted to erUS [English (US)]. If not specified, the language
be guessed from your system value of "en_US-8ITF

- backup= DIR - B=DIR . . e

P | Backs up the current installation of the Agent to the specified

directory.

- verify | -V

Verifies the integrity of the installation kit.

- enable -bmr=Y -rear -
path=[ path ]

Turns on support for Bare Metal Restore (BMR) backup jobs.

pathis the location of the Relaand-Recover tool for the Agent to
use (e.g., /user/sbin/rear) to create an iso file for restoring the

system. The Releand-Recover toollfttps://relax-and-recover.org)
must be installed on the Linux system before you install the Age

NOTEWAhen you install the Linux Agent, it configures the Ralak
Recover tool for use with the Linux Agent. If you use the Raldx
Recover tool for another purpose, you can avoid overwriting yo
Relaxand-Recover tool settings by installing a second copy of th
tool in a different location.

10


https://relax-and-recover.org/

Linux Agent and Oracle P}mg8.8 User Guide

Parameter Description

- enable - bmr=N ,
Turns off support for Bare Metal Restore (BMR) backup jobs.

NOTE: If youdo not specify theenablebmr=Y-rear-path=[path]
parameter,-enablebmr=N is the default value.

- hel
P Shows install.sh command options.

Linux Agent registration options

For the-web-registrationFILEEommand, you can create a separate file to supply the following values as
responses:

wccAddress= ADDRESS_OF_AMP_SERVER

wccPort= PORT_OF AMP_SERVER Defaults to 8086

wcclLogin= PortalUserName

wccPassword= PortalPassword
Use the values provided by your adminggbr in these lines for address, port, and login
name/password.

NOTEThis command only applies during installation. It works with the install.sh script, but not the
register script.

2.3 Register the Linux Agent with Relaand-Recover and enable BMR
badkups

Before you can enable BMR backups with Linux Agent 8.83, thedel&ecover tool must be installed
on the Linux system. Sémestall and verify Relaand-Recover for Linux BMR backapspageB. You can
then enable Linux BMR backups when you install the AgeninS&s! the Linux Agerdn pages,

After the Linux Agent is installed, you can enable Linux BMR backups using this procedure. You must also
follow this procedure if you reinstall or change the installation path of the RedebRecover tool after
enabling Linux BMR backups.

You can also disable Linux BMR backups on Agents where they are enabRisabkeBMR backups
on pagel2.

To register the Linux Agent with Relaxd-Recover and enable BMR backups:
1. Inthe Agent installation directory (/opt/BUAgent, by default), run the following command:

J/bmrregister

2. Atthe Enable Bare Metal Restore (BMR) prompt, ekter
3. When prompted, enter the path to the Relaxd-Recover tool.

11
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By default, the tool is installed in /usr/sbin/rear. The RedaxtRecover tool must already be
installed on the Linux server. Skwstalland verify Relaand-Recover for Linux BMR backaps
page8.

2.3.1 Disable BMR backups

You can disable Linux BMR backups on a Linux Agen¢ ey are enabled.

To enable Linux BMR backups, Begister the Linux Agent with Rekxd-Recover and enable BMR
backupson pagell.

Todisable Linux BMR backups:
1. Inthe Agent installation directory (/opt/BUAgent, by default), run the following command:

J/bmrregister

2. Atthe Enable Bare Metal Restore (BMR) prompt, eNter

2.4 Upgrade the Linux Agent

Before you upgrade the Agent, ensurattyour system meets the minimum requirements for the new
Agent version as described in the Linux Agent release notes.

During the upgrade, specify the installation directory of the Linux Agent that is currently installed.
Otherwise, the upgrade will procdeas if it is a new installation.

Beginning in version 8.83, the Linux Agent can create Bare Metal Restore (BMR) backups. You can enable
BMR backups when you upgrade the Linux Agent .The-RethRecover toollfttps://relax-and-
recover.org) must be installed on the Linux system.

NOTEWhen you enable Linux BMR backups, RatakRecover is configured for use with the Agent. If
you use RelaandRecover for another purpose, you can avoid overwriting youirsgstby installing a
second copy of the tool in a different location. When upgrading the Agent, you will be prompted to
enter the tool location that the Agent will use.

NOTE! FGSNJ dzLJANI RAYy3I GKS ! 3Syids ¢S NBO2 YINSayors NHzy y A
the Agent to upload new configuration information to the vault.

To upgrade the Linux Agent:

1. Download the Linux Agent tar.gz installation kit on the machine where you are installing the
Agent).

2. Run the following command to extract files from the installation package:

tar -zxf packageName .tar.gz

WherepackageNamaés the name of the Agent installation kit.

3. Run the following command to change to the Agent installation kit directory:
cd packageName
4. Run the following command to start the upgrade:

Jinstall.sh

12
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5. Press Enter to read the software license agreement. If you accept the agreementyenter
If a message states that VVAgent is running, e¥iterstop the Agent.

At the Installation directory pnmpt, enter the Agent installation directory. The default Agent
installation directory is /opt/BUAgent.

Specify the installation directory of the Linux Agent that is currently installed. Otherwise, the
upgrade will proceed as if it is a new installation.

8. Atthe Select language prompt, enter the language for Agent messages. The default language is
English [eAJS].
9. At the Select encryption option prompt, do one of the following:
1 To use the integrated encryption method, ent#&rThis is the default value.
9 To use the external encryption library that is provided with the Agent, diter

By default, the Agent encrypts dagd-rest using an encryption method that is integrated in the
Agent. For audit purposes, some organizations require the Agent to use thimaléncryption
library that is provided with the Agent. Using the external encryption library can degrade Agent
performance.

The Agent is only supported with the external encryption library that is provided with the Agent.
It has not been tested with ol encryption libraries.

10. At the Bare Metal Restore (BMR) backup support prompt, do one of the following:

1 To enable support for BMR backups, ente¥When prompted, enter the path to the Relax
and-Recover tool. The default installation directory is /usrfglear.

The Relasand-Recover tool must already be installed on the Linux serverlréadl and
verify Relaxand-Recover for Linux BMR backapspages.

1 If you do not want support for BMR backups, enter

11. If a message states that you are already registered to a Portal, and asks whether you want to
register as a new computer, do one of the following:

1 To change the Portal registration, entéand then enter the new Portal information.
1 To keep the same Portal registration, enbér

The upgrade proceeds. When complete, a message appears, and the Agent starts.

2.5 Change the Portal registration for a Lir Agent

When you install a Linux Agent, you can register the Agent to Portal. You can also change the Portal
registration at any time.

The Agent is restarted when you change the Portal registration.
To change the Portal registration for a Linux Agent:

1. Inthe directory where the Agent is installed, run the following command:
Jreqister

2. If you are prompted to register as a new computer, enter
3. At the Register to a Webased Agent Console server prompt, enter

13
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4. Atthe Portal address prompt, enter the Pairbhost name or IPV4 address.

NOTEWe recommend specifying the Portal host name when you register an agent to Portal. If
the Portal IP address changes in the future, Dalshandle the change and you will not have to
manually register the agent to Portagjain.

5. At the Portal connection port prompt, enter the Portal connection port. The default value is 8086.
At the Portal username prompt, enter the Portal username for registering the Agent.

At the Portal password prompt, enter the password for the Parsar specified in the previous
step.

The Agent is restarted and the Portal registration is changed.

2.6 Change the language for Linux Agent messages

When you install a Linux Agent, you can specify a language for Agent messages. You can also change the
Agent language at any time.

To change the language for Linux Agent messages:

1. Inthe directory where the Agent is installed, run the following command:

Jset_language

2. At the Select language prompt, enter one of the following values:
1 de-DE (German)
1 enUS (English)
1 esES (Spanish)
1 fr-FR (French)

2.7 Uninstall the Linux Agent
To uninstall the Linux Agent:

1. Inthe directory where the Agent is installed, run the following command:

Juninstall.sh

The default Agent installation directory is /opt/BUAgent.

2. If a message states that VVAgent is running, eterstop the Agent.
3. At the confirmation prompt, entey.

14
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3 Configure the Linux Agent

After a Linux Agent is installed and registered with Portal, you can configure settings for the Agent.
Settings include

1 Vault connections. Vault connections provide vault information and credentials so that the Agent
can back up data to and restore data from the vault. 8dé vault setting®n pagels.

9 Description for the protected computer. The description appears for the Agent on the Computers
page in Portal. Sekdd a descriptioon pagel6.

1 Reention types. Retention types specify how long backups are kept on the vaulddsee
retention typeson pagel7.

1 Amount of bandwidth consumed by backups and restores.CRedigure bandwidth throttlingn
pagel9.

9 Email notifications, so that users rece®mails when backups complete, fail, or have errors. See
Monitor backups using email notificationa pagerO.

3.1 Add vault settings

Before anAgent can back up data to or restore data from a vault, vault settings must be added for the
Agent. Vault settings provide vault information, credentials, and Agent connection information required
for accessing a vault.

When adding vault settings for an &g, Admin users and regular users can manually enter vault
information, or select a vault profile with vault information and credentials.

If a policy is assigned to an Agent, Admin users can select any vault profile from the policy. Regular users
can ony select policy vault profiles that are also assigned to them.

If a policy is not assigned to an Agent, Admin users can select any vault profile in the site. Regular users
can only select vault profiles that are assigned to them.

In previous versions, yarould specify whether data is encrypted using AES encryption when it is
transmitted to and from the vault. Ovehe-wire encryption is now automatically enabled when you
add vault settings or save existing vault settings.

When an E2 appliance reports am& address, the IP address is updated in Portal vault settings for
computers that are registered to the E2, and in the E2 vault profile. Agent versions 8.10 and later
contact Portal to check for vault IP address changes. If a Super user or Admin uggsdiie name of

an E2 vault profile, the name is updated automatically in vault settings for computers that are registered
to the E2.

To add vault settings:
1. On the navigation bar in Portal, cli@omputers

2. Find the Agent for which you want to add vas#tttings, and click the Agent row to expand its
view.

If the Configure Manually box appears, clinfigure Manually The Configure Manually box
appears for some computers where a backup job has not been created.

3. On the Vault Settings tab, cligidd Vault

15



Linux Agent and Oracle P}mg8.8 User Guide

The Vault Settings dialog box appeatrs.

4. Do one of the following:

T

In the Vault Namebox, enter a name for the vault. In tiedressbox, enter the vault host
name or IPV4 address. In tAecount Username andPasswordboxes, enter an account
and credentials for backing up data to and restoring data from the vault.

Specifying the host name of the vault is recommended. This will allow DNS to handle IP
address changes.

Click thevault Profilebox. If one or more vault pfiles appear, click the vault profile that
you want to add for the computer. Vault information and credentials are then populated in
the Vault Settings dialog box.

If a policy is assigned, théault Profilelist includes vault profiles from the policyalfpolicy
is not assigned, the list includes vault profiles from the site. For a regular user, the list only
includes vault profiles that are also assigned to the user.

5. (Optional) Change one or more of the following Advanced Settings for the vault cormectio

T
T
T

1

Agent Host NameName to use for the Agent on the vault.
Port Number Port used to connect to the vault. The default port is 2546.

Attempt to Reconnect EverySpecifies the number of seconds after which the Agent
should try to connect to the vault, ihe vault becomes unavailable during a backup or
restore.

Abort Reconnect Retries AftelSpecifies the number of times the Agent tries to reconnect
to the vault, if the vault becomes unavailable during a backup or restore. If the Agent
cannot connect to th vault successfully in the specified number of tries, the backup or
restore fails.

6. ClickSave

3.2 Add a description

You can add a description for an Agent in Portal. The description appears on the Computers page, and
can help you find and identify a geoular Agent.

To add a description:

1. On the navigation bar, clidkomputers

The Computers page shows registered computers.

2. Find the Agent for which you want to add a description, and click the row to expand its view.
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If the Configure Manually box appeacickConfigure Manually The Configure Manually box
appears for some computers where a backup job has not been created.

3. On theAdvancedtab, click theOptionstab.
4. In the Agent Descriptiorbox, enter a description for the Agent.

5. ClickSave

3.3 Add retention types

When you schedule or run a backup job, you must select a retention type for the resulting safeset. A
retention type specifies the number of days a backup is kept on the Vet many copies of a backup
are stored online, and how long backup data is stored offline.

Portal Admin users and regular users can add retention types for an Agent where a policy is not
assigned.

If a policy is assigned to an Agent, retention typesicaibe added or modified on the Computers page.
Instead, retention types can only be added or modified in the policy.

To add a retention type:
1. On the navigation bar, clicBomputers
The Computers page shows registered computers.
2. Find the Agent for whichop want to add a retention type, and click the row to expand its view.

If the Configure Manually box appears, clizinfigure Manually The Configure Manually box
appears for some computers where a backup job has not been created.

3. On theAdvancedtab, click theRetention Typegab.

If a policy is assigned to the Agent, you cannot add or change values on the Retention Types tab.
Instead, retention types can only be added or modified in the policy.

4. ClickCreate Retention Type
The Retention Type d@g box appears.
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Ratention Type

Retention Details

5. Complete the following fields:

Name Specifies a name for the retention type.

Backup |[Specifies the number of days a safeset is kept on the vault. A safeset is deleted whe
Retention |expiry date is reached.

NOTESafesets are not deleted unless the specified number of copies online has als
exceeded.

Number of|Specifies how many safesets from a backup job are stored online. It functions in a fir
Backup in/first out manner. Once theumber of safesets is exceeded, the oldest safesets are
Copies to |automatically deleted until the actual number of safesets matches the definition.

Keep NOTESafesets are not deleted unless the specified number of days online has also

exceeded.

Create Select this check box to create archived copies of safesets.

archived

copies

Keep NOTEIf data archiving is disabled in your Portal instance, this value does not appear

ﬁrchlves Specifies how long the data is stored offline. Archive storage is used to stareftime

or for long periods of time. This data is not immediately accessible since it is stored ren
A greater amount of time is required to restore from archive media. Typically, only lo
term data archives are stored offline. The parameters fohixex data are from 365 to
9999 days.
Assuming that at least one successful backup has been completed for the job, there
never be less than one copy of its backup online. This is true even if all retention sett
are zero, expiry conditions have bemet, and the job definition is deleted from your
system. Deleting the job does not affect data on the vault. Only your service providef
remove jobs and their associated data from the vault. This is a safeguard against ac
or malicious destruabvn of data.
6. ClickSave
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3.4 Configure bandwidth throttling

Bandwidth settings include:

1 Maximum bandwidth (upper limit), in megabits per second, to be consumed by the Agent for
backups and restores. For example, if three jobs are running at the same time on the same
computer, each job gets 1/3 of the specified maximum bandwidth.

9 Period of time during the day that throttling is in effect. Only one time window can be specified.
Outside the window, no throttling takes place.

1 Days of the week that throttling is in effect.

If the bandwidth throttling time period begins when a backup is underwagy nhaximum bandwidth is
applied dynamically to the running backup. Similarly, if the bandwidth throttling time period ends when
a backup is running, bandwidth throttling is ended for the backup.

LT &2dz SRAG |y !'3SydQa o tuyhiRg thethévKsettingsidd otyafedt the K A £ S
backup that is running. Bandwidth settings are applied when a backup starts, and are not applied to
backups that are already running.

If a policy is assigned to an Agent, bandwidth throttling settings cannotdzified on the Computers
page. Instead, settings can only be added or modified in the policy.

To configure bandwidth throttling:

1. On the navigation bar, clidBomputers

2. Find the Agent for which you want to configure bandwidth throttling, and clickdketo expand
its view.

If the Configure Manually box appears, cl@dnfigure Manually The Configure Manually box
appears for some computers where a backup job has not been created.

3. Click theAdvancedtab, click thePerformancetab, and then edit the bandwidth settings.

If a policy is assigned to the Agent, you cannot add or change values on the Performance tab.
Instead, bandwidth settings can only be modified in the policy.

4. ClickSave
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4 Add a Linux backup job

After a Linusystem is added in Portal, you can create backup jobs for the system.

You can create backup jobs for files and folders that are saved locally on the computer. The backup job
specifies which folders and files to back up, and where to save the data. Yalscameate a backup
job for files and folders that are saved on mounted NFS shareAdkan NFS backup joh page23.

Beginning with Linuxgent version 8.83, you can create Bare Metal Restore (BMR) backup jobs that can
be used to restore entire 68it Linux systems. A Linux BMR backup includes an .iso file for starting the
destination system and running a restore, and a backup in the vaatlinbludes all required system
volumes and files.

We recommend creating only one BMR backup job for each Linux system. If you create and run multiple
BMR backup jobs, the resulting .iso file might not be usable.

NOTEBY default, a Linux BMR job backsalidata on the system. You can exclude folders from the

BMR backup. However, if you exclude any of the following required folders, the exclusion will be ignored
when the backup job runs: /bin; /boot; /etc; /lib; /lib64; /root; /usr/bin; /usr/lib; /usr/l8x; /usr/share;
/usr/sbin

NOTEON a server where Oracle or another database is running, we recommend that you shut down
database services when running a BMR job. Alternatively, on a server where Oracle is running, you can
exclude database directories frothe BMR job and set up a separate Oracle#iugb for the

database. Otherwise, database data might be inconsistent after it is restored.

A symbolic link (also called a symlink or soft link) consists of a special type of file that serves as a
referene@ to another file or directory. During a backup, a symbolic link gets backed up with the
timestamp of the link. Restoring a symbolic link sets its modification date and time to the date and time
of the restore (rather than the date and time of the symbdilk when it was backed up).

To back up the data, you can run the backup job manually or schedule the backup job to rRaunSee
and schedule backups and synchronizatmmpage29.

To add a Linux backup job:
1. On the navigation bar, clicBomputers
The Computers page shows registered computers.
2. Find a Linux system, and expand its view by clicking the computer row.

If a backup job has not beeneated for a Linux computer, the system can attempt to create a
backup job automatically. Séedd the first backup job for a Linux sergarpage2?2.

3. Click thelobstab.

If a valid vault connection is not available for the computer, you cannot access the Jobs tab. See
Add vault setting®n pagels.

In the Select db Taskmenu, clickCreate New Local System Job
5. Inthe Create New Job dialog box, specify the following information:
1 IntheNamebox, type a name for the backup job.
1 In theDescriptionbox, optionally type a description for the backup job.
1 IntheDestindion list, select the vault where you want to save the backup data.
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A vault only appears in the list if it assigned to the user, or if the user added it on the
O2YLJzi SNR& =xldzA G {SGGdAy3a Groo

1 For new backup jobs, the encryption method is AES 256 bit.rigxjsbs can have other
encryption methods. SeEncryption settingen page25.

1 InthePasswordand Confirm Passwordboxes, enter an encryptiongssword. You can also
enter a password hint in thBassword Hinbox.

6. To change log file or other backup options, chckvanced Backup Optiondn the Advanced
Backup Options dialog box, select options and then €licky. For more information, sekog file
optionson page25 and Advaned backup optionen page26.

Advanced Backup Options

7. IntheSelect Files and Folders for Backiogx, do one or more of the following until tigackup
Setbox showshe folders and files that you want to include in and exclude from the backup:

1 To create an ISO file that contains the volumes and files that are needed to boot up the
system, and to back up all system data, seksante Metal Restorgand then clicknclude.

By default, a Linux BMR job backs up all data on the system. You can exclude folders from
the backup but, if you exclude a required folder, the exclusion will be ignored when the
backup job runs and a message will appear in the log file.

When a Linux ®R job runs, it creates a boot ISO file named
Bare_Metal_Restore_Image.iso in the root directory (/). The file is overwritten every time a
BMR job runs. We recommend reserving a minimum of 1 GB of space in the root file
system for the .iso file when youst run a BMR backup job.

9 To add one or more folders or files to the backup job, select the check box for each folder
or file, and then clicknclude The included folders or files appear in Backup Sebox. If
you include a folder, the backup jobinRs & ' ff 2F GKS FT2f RSNRA &c
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default. If you do not want to back up all of the subdirectories and files, you can add filters.
SeekFilter subdirectories and files in backup jobgpage26

9 To exclude one or more folders or files from the backup job, select the check box for each
folder or file, and then clickxclude The excluded folders or files appear in Backup Set
02E® LF &2dz SEOtdzRS || F2f RSNE |ttt 2F GKS
the backup job by default. If you do not want to exclude all of the subdirectories and files,
you can add filters. Sddilter subdirectories and files in backupgon page26.

1 To remove an inclusion or exclusion record from Baekup Sebox, click the Delete
button beside the folder or file recor@

8. dickCreate Job.

The job is created, and the View/Add Schedule dialog box appears. Now you can create a
schedule for running the backup. Clicanceif you do not want to create a schedule at this time.

For information about how to run and schedule the backup job,Ree and schedule backups
and synchronizationsn page29.

4.1 Add the first backup job for a Linux server

Portal can automatically create a backup job for a Linux computer that does not have a backup job. An
automaticallycreated job backs up everything from the root, and is scheduled to run every night.

After a job is automaticalicreated, you can change the job settings, if desired. For example, you can
specify different directories to back up or change the schedule for running the job.

A valid vault profile must be available before Portal can automatically create a backup job.

After a job is created, you can change the job settings, if desired. For example, you can specify different
folders to back up or change the schedule for running the job.

To add the first backup job for a Linux server:

1. On the navigation bar, clicBomputers
The Computers page shows registered computers.

2. Find a Linux computer, and expand its view by clicking the computer row.

If a backup job has not been created for the computer, the Configure Manually box appears. If a
backup job has not been created foretiscomputer and at least one vault profile is available, the
Configure Automatically box also appears.

3. Do one of the following:
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9 To create a backup job manually, clidgnfigure Manually SeeAdd a Linux backup jain
page20.

1 To automatically create a backup job for the computer, do the following:

a. IntheCreate a passwordnd Confirm your passwordboxes, enter an encryption
password.

Your encryption password iequired for restoring your data, so be sure to store it
somewhere safe. If you forget the password, you will not be able to restore your
data. The password is not maintained anywhere else and cannot be recovered.

b. InthePassword hinbox, enter a hint tdelp you remember the encryption
password.

c. If the Assign the computer to a sitkst appears, choose a site for the computer.

The site list appears if you are signed in as an Admin user in a parent site that has
child sites, and the computer is currenttythe parent site. The list includes the
parent site if it has a vault profile, and all child sites.

Assign the computer to a site

ParentSite _\ﬂ

If more than one vault is available, choose a vault from@heose a vaulkist.
ClickConfigure automatically
If the configuratiorsucceeds, a backup job appears for the computer.

If the automatic job configuration fails, do the following:

i. ClickConfigure Manually

ii. On theVault Settingsab, clickAdd Vault
iii. IntheVault Settingslialog box, enter vault information and credentials.
iv. Crate a backup job manually. SAdd a Linux backup jain page20.

4.2 Add an NFS backup job

After a Linux system is added in Portal, you gaate a backup job for files and folders that are saved
on mounted NFS shares. The backup job specifies which folders and files to back up, and where to save
the data.

NFS servers must share their exports in order to make them available to client syi$tgouswant to
perform a mountpoint backup or restore, the NFS server must be available, and it must provide
sufficient privileges to your client system. Also, the NFS must be mounted on your client system at the
time of the backup or restore.

NOTEIf you restore an NFS backup, and the NFS mount does not exist, the restore will proceed as if it
were a local restore. It will put the data on the local disk (with a similar path that is local) without using a
mountLI2 Ay i o0bC{ 0 LI (K® AfidzBEDd y20 AYyRAOFGS I+ &

NFS does not export extended attributes from remote file systems. On Linux NFSv3 clients, remote file
system ACLs will be presented as standard Linux ACLs if possible. NFSv4 clients will present remote file
system ACLs as native NFSv4 ACLshbutgent will protect them as extended attributes.
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To back up the data, you can run the backup job manually, or schedule the backup job to rRanSee
and schedule backups and synchronizatmmpage29.

To add an NFS backup job:
1. On the navigation bar, clicBomputers
The Computers page shows registered computers.
2. Find a Linux system, and expand its view by clicking the computer row.
In some Pdal instances, if a backup job has not been created for a Linux computer, the system
can attempt to create a backup job automatically.
3. Click theJobstab.

If a valid vault connection is not available for the computer, you cannot accesdsiistab.

4. Inthe Select Job Tagkenu, clickCreate New NFS Files Job
5. Inthe Create New Job dialog box, specify the following information:
1 IntheNamebox, type a name for the backup job.
1 In theDescriptionbox, optionally type a description for the backup job.
1 IntheDestinationlist, select the vault where you want to save the backup data.

A vault only appears in the list if it assigned to the user, or if the user added it on the
O2YLJzi SNN& tabl dzf G { SGGAy3aA

1 InthelLog File Optiondst, select the level of detail for job logging. For more information,
seelog file option®n page25.

1 For new backup jobs, the encryption method is AES 256 bit. Existing jobs can have other
encryption methods. Sencryption settingen page25.

1 In thePasswordand Confirm Passwordboxes, enter an encryption password. You can also
enter a password hint in thBassword Hinbox.

6. IntheSelect Files and Folders for Backiogx, do one or more of the following until tigackup
Setbox shows the folderand files that you want to include in and exclude from the backup:

9 To add one or more folders or files to the backup job, select the check box for each folder
or file, and then clicknclude The included folders or files appear in Backup Sebox. If
@2dz AyOf dzRS | F2f RSNE (GKS oF Oldzld 2206 AyOf dz
default. If you do not want to back up all of the subdirectories and files, you can add filters.
SeekFilter subdirectories and files in backup jobgpage26.

9 To exclude one or more folders or files from the backup job, select the check box for each
folder or file, and then clickxclude The excluded fders or files appear in thBackup Set
02E® LF &2dz SEOftdzRS | F2tRSNE Fft 2F GKS ¥
the backup job by default. If you do not want to exclude all of the subdirectories and files,
you can add filters. Sdilter subdirectories and files in backup jalrspage26.

9 To remove an inclusion or exclusion record from Baekup Sebox, click the Delete
button beside the folder or file recora

7. ClickCreate Job.

The job is created, and the View/Add Schedule dialog box appears. Now you can create a
schedule for running the backup. Clicanceif you do not want to create a schedule at this time.
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For information about how to run and schedule the backup job,Reeand schedule backups
and synchronizationsn page29.

4.2.1 Log file options

When you create or edit a backup job, you can specify the Iddgtail for job logging. Select one of
the following job logging levels from the list:

9 Filest Provides the most detailed information, and is typically used for troubleshooting.
Provides information about files that are backed up.

9 Directoryt Provides less detail than the Files logging level. Provides information about folders
that are backed up.

1 Summaryt Provides highevel information, including the vault and Agent version, and backup
sizes.

1 Minimal T Provides higHevel information, includig the vault and Agent version.

Changing the logging level only affects log files that are created from that point and after. It does not
affect previouslycreated log files.

The following log file options are also available:

1 Create log file If this checlbox is selected, the system generates log files for each job. Log files
can contain the startonnectcompletion and disconnect times, file names (i.e., the names of the
files that were copied during backup), and any processing errors.

1 Automatically purgeexpired log files If this check box is selected, the log file associated with a
backup is automatically deleted when the backup has been deleted from the vault. Backups are
typically deleted from the vault according to retention types. B€e retentiontypeson pagel?.

1 Keep the lasknumber of3og files Specifies the number of log files to keep for a backup job.
When the specified number igached, the oldest log file for a backup job will be deleted to make
space for the newest one.

NOTEYou must choose either th&utomatically purge expired log filesption or theKeep the last
<number of3og filesoption. When a backup job runs, log ilare removed according to the specified
option. Log files are not removed when a backup job is synchronized.

4.2.2 Encryption settings

Encryption settings specify the encryption type for backup data at rest on the vault. AES 256 bit
encryption is the oyl encryption type available for new backup jobs.

If an existing job uses another encryption type (e.g., AES 128 bit, Blowfish, DES, Triple DES), you can
continue to encrypt the job using that type. However, if you change the encryption type for an existing
job, you cannot change the encryption type back to the original type. Only AES 256 bit will be available.

If you change encryption options for an existing job, it will force a new full backup (i.e., a reseed). The
next backup will take longer thggrevious delta backups, and the amount of data stored on the vault
will increase temporarily, depending on your retention settings.

Encryption password

You must enter a password for the encrypted backup data. The password iserestve. To recover
the data, you must provide the encryption password that was entered when the files were backed up.
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You can also enter a password hint. When restoring data, you can view the password hint to remind you
of the encryption password for this job. The password ban include lowercase characterszg

uppercase characters {2), international characters (8, numbers (®), spaces, and the following

special characters: ! @ #$ % ~ &amp; * ¢ =[]1{}|"'":;, &lt; . &gt; ? ~°

The encryption password required for restoring the data, so be sure to store it somewhere safe. If you
forget your password, you will not be able to restore your data. The password is not maintained
anywhere else and cannot be recovered.

4.2.3 Advanced backup options

When youcreate or edit a Linux backup job, the following options are available in the Advanced Backup
Options dialog box.

Back up a single instance of all selected hard linked files

A hard link is a reference, or pointer, to data on a storage volume. More thamard link can be
associated with the same data. Hdidked files cannot cross disk boundaries and only exist on the same
disk.

If the Back up a single instance of all selected hard linked fdeson is selected, only one copy of the
data is backed umlong with all hard links. When the data is restored, both the data (with a new inode)
and the hard links are restored. When this option is selected, s@a@ process is required. The pre

scan reads through the file system, gets each inode and stoires itnap. The larger the file system, the
more memory this map requires and the more time it takes to process. However, the resulting backup
size is smaller.

If the Back up a single instance of all selected hard linked fdpson is not selected, the data is backed

up separately for each hard link. When the data is restored, the-liakdelationship will not be re
established. Each file will be restored individually and applications depending on hard links may not be
automatically restored. When this option is not selected, the backup is faster but the total backup size is
larger.

4.2.4 Filter subdirectories and files in backup jobs

When you include and exclude folders in a Windows, UNC, Linux, UNIX or NFS back@p job,2hf R S NI &
subdirectories and files are also included or excluded by default.

If you only want to back up some subdirectories or files in a folder, you can add filters to the inclusion
record. For example, you could add a filter so that files in a foldeoaly backed up if they have the
.doc or .docx extension.

If you only want to exclude some subdirectories or files in a folder from a backup job, you can add filters
to the exclusion record. For example, you could add a filter so that files in a &sklenly excluded
from the backup if they have the .exe extension.

If a policy is assigned to a computer, you can add filters from the policy to a folder inclusion or exclusion
record.

Filters in a backup job are applied when the job runs. New subdirestand files that match the filters
are automatically backed up or excluded when the job runs.
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To filter subdirectories and files in a backup job:
1. When creating or editing a Windows, UNC, Linux, UNIX or NFS backup job, vBagkhp Set

box.
Backup 5e
Recurs
Folders Filter Files Filte Ve
o usr - v || &
4p =tc = v | &

2. |If editabk fields do not appear for a folder inclusion or exclusion record where you want to filter

subdirectories and files, click theditbutton in the folder row. —

3. IntheBackup Sebox, for each included folder where you want to include specific subdirestorie
or files, do one or more of the following:

9 To include specific subdirectories in the backup job, inRblelers Filteffield, enter the
names of subdirectories to include. Separate multiple names with commas, and use
asterisks (*) as wildcard charactefor example, to only include subdirectories in a backup
AF GKSAN yHOWSNNBESYIKE @MNIkdd NI 6AGK dnnmpés S
current, 2015*
NOTE: Asterisks (*) are the only supported wildcards in filter fields.

1 To include specificléis in the backup job, in theiles Filteffield, enter the names of files to
include in the backup. Separate multiple names with commas, and use asterisks (*) as
wildcard characters. For example, to only include files in a backup if they have the .doc or
.docx extension, enter the following filter: *.doc, *.docx

NOTEAsterisks (*) are the only supported wildcards in filter fields.

1 If a policy is assigned to the computer, to apply filters from the policy to the folder

inclusion record, click thApply Poicy Filtersbutton. v

9 To back up the specified folder, but not its subdirectories, cleaRibeursivecheck box.
T ¢2 o0l O] dzJ G4KS ¥F2f RSRAusivardak Bok.NSEOi2NASas a$s
4. In theBackup Sebox, for each excluded folder where you want to exlel specific subdirectories
or files, do one or more of the following:

1 To exclude specific subdirectories from the backup job, irFitiders Filteffield, enter the
names of subdirectories to exclude. Separate multiple names with commas, and use
asterisks (*) as wildcard characters. For example, to only exclude subdirectories from a
oF O1dzld AT ( KSANIREF Y25N8 aSiyIRNJig AGUAKG K& G H naidp € = Sy
2001*
NOTEAsterisks (*) are the only supported wildcards in filter fields.

1 To exclude specific files from the backup job, infiles Filteffield, enter the names of
files to exclude. Separate multiple names with commas, and use asterisks (*) as wildcard
charactes. For example, to only exclude files from a backup if they have the .exe or .dll
extension, enter the following filter: *.exe, *.dll

NOTEAsterisks (*) are the only supported wildcards in filter fields.
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9 If a policy is assigned to the computer, to apfiiters from the policy to the folder

exclusion record, click thepply Policy Filterdutton. v

1 To exclude the specified folder, but not its subdirectories, cleaRbeursivecheck box.
T ¢2 SEOfdZRS (KS 7F2f RSRduUsivaldor Box. NSO 2NASas &85
5. ClickApply Nowto consolidate and simplify records in tBackup Sebox, if changes need to be
applied.
6. ClickCreate Jolor Save

28



Linux Agent and Oracle P}mg8.8 User Guide

5 Run and schedule backups and synchronizations

After a backup job is created, you can run it manuallyh@d) atany time and schedule it to run.
When running or scheduling a backup, you can specify the following settings:

1 Retention type. The retention type specifies the number of days a backup is kept on the vault,
how many copies of a backup are stored online, boa long backup data is stored offline.

1 Deferring. You can use deferring to prevent large backups from running at peak network times.
When deferring is enabled, the backup job does not back up any new data after the specified
amount of time and commits #hsafeset to the vault, even if some data in the job is not backed
up. Changes to data that was previously backed up will be backed up, regardless of the specified
amount of time.

When the job runs again, the Agent checks for changes in data that wasysivbacked up,
backs up those changes, and then backs up the remaining data.

For computers with Linux Agent version 8.60 or later, you can specify whether scheduled backups
should automatically retry if they do not run successfully. You can also shegifgnany times a
scheduled backup should retry after a failed attempt, and specify the amount of time between retries.
SeeSpecify whether scheduled backups retry after a fadurpage32.

When you schedule a job to run, you can also set the compression level for the data. The compression
level optimizes the volume of data sent to the vault against the speed of processing. The default
compresion level is usually the optimal setting.

When a backup job first runs, all data selected in the job is backed up to the vault. This initial backup is

OFrfftf SR I a&aSSRé¢ o0l O1dzLJd Ly adzoaSldzsSSyid ol O dzLlaz 2
uniSaa | NB&ASSR A& NBIddZANBR o0So3ds FUGSNI I 220Qa
selected in a backup job is sent to the vault again, even though it has already been backed up.
After running a backup, you can view logs to check whetthe backup completed successfully. See
+ASg I 220Qa LINRPOS&aorfpageR YR &l FSASG AYyTF2NNI GAZ

In some cases, you must synchronize a backup job before you run it or restore data from the job. When
you synchronize a job, the Agent checks which safesets for the job are online aatilaviail restore.
SeeSynchronize a jobn page33.

5.1 Schedule a backup

After creating a backup job, you can add one or more schedulesraimy the job automatically.

You can create complex schedules for a job by creating multiple schedules. For example, you can
schedule a backup job to run at midnight every Friday, and schedule the job to run at 8 pm on the first
day of every month.

If ajob is scheduled to start at exactly the same time by multiple schedules, the job only runs once at
the scheduled time. If the jobs have different retention types, the retention type of the schedule that is
highest in the list is applied to the resultingfaset. For example, in the following screenshot, the job is
scheduled to run at 12 AM each Saturday with the Weekly retention type, and every day at 12 AM with
the Daily retention type. On Saturdays, the job runs only once at 12 AM. Because the sch#dtile w
Weekly retention type is higher in the list than the schedule with the Daily retention type, the Weekly
retention type is applied to the safeset.
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NOTEIf a job is scheduled to run at slightly different times, the Agent attempts to run the jolidingo

to each schedule. For example, if a job is scheduled to run at 11 PM by one schedule and 11:01 PM by
another schedule, the Agent will attempt to run the job twice. Try to avoid overlapping schedules;
problems can occur if a job is scheduled to ruiceain a short period of time.

To schedule a backup:
1. Do one of the following:

1 On the navigation bar, clicRomputers Find the Agent with the backup job that you want
to schedule, and click the row to expand its view. On the Jobs tab, find the jobothat y
want to schedule. In itSelect Actiormenu, clickvView/Add Schedule

1 Create a new backup job. The View/Add Schedule dialog box appears when you save the
job.
2. Inthe View/Add Schedule dialog box, chadkd Schedule
A new row appears in the dialog box.
3. Inthe new schedule row, in tHeetentionlist, click a retention type.

The retention type specifies the number of days a backup is kept on the vault, how many copies
of a backup are stored online, and how long backup data is stored offlindd8ersterion types

on pagel?.
6. IntheSchedulebox, click the arrow.
The Configure Job Schedule dialog box opens.
7. Inthe Configure Job Scheddmlog box, do one of the following:

1 To run the backup on specific days each week, sBlagt of Weelkn the Schedule View
list. Select the days when you want to run the job. Then uséthield to specify the time
when you want to run the job.

Conflgure job Schedule ElEI

Mo, Tu, We.  Thy Frd S

9 To run the backup on specific dates each month, selmys of Monthin the Schedule
View list. On the calendar, select the dates when you want to run the job. Then ugé the
field to specify the time when you want to run the job.
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10.

1 To create a custom schedule, sel€etstomin the Schedule Viewist. In the Custom Cycle
dialog box, enter a custom schedule. Be sure to follow the format and notation as
described.

Configure Job Schedule E“E

ClickOkay:

The new schedule appears in the Schedule box.

In the Compressionlist, click a compression level for the backup data. Compression levels
optimize the volume of data sent against the speed of processing.

Do one of the following:

1 To allow the backup job to run without a time limit, clidknein the Deferring list.

1 To specify a maximum amount of time that the backup job can run,Miicktes or Hours
in the Deferringlist. In the adjacent box, type the maximum number of minutes or hours
that the job can run.

NOTEWhen deferring is used, the backup job does notkoag any new data after the
specified amount of time, even if some data is not backed up. Changes to data that was
previously backed up will be backed up, regardless of the amount of time specified.
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11. To run the job on the specified schedule, selectEmeble check box near the end of the row.

12. If there is more than one schedule row, you can useRherity arrows to change the order of
the schedule rows. Schedules higher in the list have a higher priority than schedules lower in the
list.

If a job is scbduled to run at the same time by multiple schedules, the job only runs once at the
scheduled time. If the schedules have different retention types, the job only runs with the
retention type of the schedule that is highest in the list.

13. If an Automatic Rey for Scheduled Backups section appears at the bottom of the View / Add
Schedule dialog box, you can specify whether scheduled backups should retry after a failed
backup. Se&pecify whether scheduled backups retry after a fadarpage32.

14. ClickSave

5.2 Specify whether scheduled backups retry after a failure
You can specify whether scheduled backups automatically reatrgyfdo not run successfully.

You can also specify how many times a scheduled backup should retry after a failed attempt, and specify
the amount of time between retries.

NOTEAutomatic retry settings only apply to scheduled backups. A backup will ngtaetomatically
after a failed aehoc backup attempt.

To specify whether scheduled backups retry after a failure:
1. Do one of the following:

1 On the navigation bar, clicRomputers Find the Agent for specifying automatic retry
settings, and click the row to expand its view. OnJdbbstab, in theSelect Actiormenu
for a job, click/iew/Add Schedule

1 Create a new backup job. The View/Add Schedule dialog box appears when yduesave t
job.
2. Inthe Automatic Retry for Scheduled Backups section, do one of the following:

1 To specify that scheduled backups should not retry after failed backup attempts, clear the
Retry failed jobcheck box.

1 To specify that scheduled backups should rettgrafiled backup attempts, select the
Retry failed jobcheck box. In th&lumber of retriesbox, enter the number of times the
backup should try again. In thWait before each retry attempt for [ ] minutebox, enter
the number of minutes that the Agent stild wait before the next backup attempt.

3. ClickSave
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5.3 Run an aehoc backup
After a backup job is created, you can run the backup at any time, even if the job is scheduled to run at
specific times.
To run an a¢hoc backup:
1. On the navigation bar, ckComputers
A grid lists available computers.

2. Find the Agent with the backup job that you want to run, and expand its view by clicking the
computer row.

3. Click theJobstab.
4. Find the job that you want to run, and cliBlun John its Select Actiormenu.
The Run Job dialog box shows the default settings for the backup.

NOTE: Beginning at this point, you can cliSkart Backugo immediately start the job. If you
prefer, you an change backup options before running the job.

5. To back up the data to the vault specified in the job, do not chang®#stination.
6. IntheRetention Schemdist, click a retention type.

The retention type specifies the number of days a backlgs on the vault, how many copies
of a backup are stored online, and how long backup data is stored offline.

7. Do one of the following:

1 To allow the backup job to run without a time limit, clear thse Deferringcheck box.

9 To specify a maximum amount ofrt that the backup job can run, select tbise
Deferringcheck box. From thBackup time windowlist, selectMinutes or Hours In the
adjacent box, type the maximum number of minutes or hours that the job can run.

NOTEWAhen deferring is used, the backubjdoes not back up any new data after the
specified amount of time, even if some data is not backed up. Changes to data that was
previously backed up will be backed up, regardless of the backup time window.

8. ClickStart Backup

The Process Details dialogdshows the backup progress, and indicates when the backup is
completed. Other recent job processes might also be listed in the dialog box. See

9. If you want to stop the backup, cliGktop
10. To close the Process Details dialog box, €loke

5.4 Synchrmize a job

When a backup job is synchronized, the Agent checks which safesets for the job are online and available
for restore.

A job is synchronized automatically when you restore data from the job. You can also synchronize a job
manually at any time. Aanual synchronization is recommended or required in the following cases:

9 Before running backup jobs on reregistered computers. You must als“o enter the encryption
LI adg2NRa FT2N) 6KS O2YLlzi SNR& SEAailAy3a ol O dzLd
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1 Before restoring data from jobs that abacked up to a Satellite vault and replicated to the cloud
or another vault.

9 To rebuild a delta (.dta) file for a job. If an error message in a log file says that the delta mapping
file is corrupt, delete the delta (.dta) file from the job folder on thetected computer and then
synchronize the job to rebuild the delta file.

To synchronize a job:
1. On the navigation bar, clicBomputers
The Computers page shows registered computers.
2. Find the Agent with the job that you want to synchronize. Expandeis by clicking its row.
Click theJobstab.
4. Find the job that you want to synchronize, and cgkichronizen its Select Actiormenu.

The Process Details dialog box shows the backup progress, and indicates when the backup is
completed. Other recent job processes might also be listed in the dialog bo¥i&eeurrent
process information for a jobn pageso.

5. If you want to stop the backup, cli@op.
To close the Process Details dialog box, €llioke
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6 Restore Linux files and folders

After backing up data from a Linux comegtyou can restore files and folders from the backup.

To restore Linux files and folders:

1.

On the navigation bar, clidomputers
A grid lists available computers.

Find the Linux computer with data that you want to restore, and expand its view by clibking
computer row.

Click theJobstab.
Find the job with data that you want to restore, and civéstoreA Y (i KSeled® Actiofr@nu.
The Restore dialog box shows the most recent safeset for the job.

5. To restore data from an older safeset, or from &&feset image) files, do one of the following:

6.

I To restore data from an older safeset, click the calendar bu = .In the calendar that

appears, click the date of the safeset from which you want to restore. To the right of the
calendar, click the speaifsafeset that you want to use.

To restore data from SSI (safeset image) files on disk, $gilectory on diskirom the

Source Devicéist. Click the folder buttor ™ In the Select Folder dialog box, select the
directory where the files are located, actickOkay.

SSi files are full backups exported from the vault or backed up to disk instead of to a vault.
It can be quicker to save backup files on physical media and transport them to a location
for a restore, than to restore data from a vault imeanote datacenter.

NOTE: If SSI files were created by a backup to a directory on disk, you cannot restore from
the SSI files until they have been imported into the vault and you have synchronized the
Agent with the vault.

In the EncryptionPasswordbox, enter the data encryption password. To view the password hint,
click theHint button. @

7. Select a Restore Destination option.

9 To restore files and folders to the location where they were backed up, deé=store files

to their original locaton.

I To restore files and folders to a different location, selRestore files to an alternate

location. Click the folder buttor ™ In the Select Folder dialog box, select the location
where you want to restore, and cli€kay.
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8.

9.

10.

11.

Select an Overwrite Optioithis option specifies how to restore a file, folder or symbolic link to a
location where there is a file, folder or symbolic link with the same name.

1 To overwrite the existing item with the restored item, sel@aterwrite existing items

NOTEIf you tryto restore multiple files with the same name to an alternate location and
selectOverwrite existing items only the last file restored will remain. Other files with the
same name will be overwritten.

Using Agent version 8.70 or later, if you sel@gkrwrite existing itemsand restore a file
that has the same name as a folder in the restore location, the file will overwrite the
folder. The folder and all of its contents will be removed.

9 To skip restoring the item that has the same name as an item in thndtsn location,
selectDo not overwrite existing items

1 To add a numeric extension (e.g., .0001) torbstoreditem name, selecRename

incomingitemsp C2NJ SEIl YLX S5 AT &2dz NB&adi2NB + FAfES

there is a file withhhe same name, an extension is added to thstoredfile name (e.g.,
GFAESYLFI YSOUGEGDPANnAMED ®
1 To add a numeric extension (e.g., .0001) toéRestingitem name, selecRename existing

itemsd C2NJ SEl YL ST AT &2dz NB Al 2idhBhefe therais s y I Y

file with the same name, an extension is added to éléstingfile name (e.g.,

GFAE Syl YSOlEGlGDPANnAMEDD ¢KS yIYS 2F GKS NBai

To change locked file, data streams, log detail level or bandwidth optionsAdirekced Restore
Options Specify settings in the Advanced Restore Options dialog box, an@ktigkSee
Advanced restore optiormn page40.

In the Select Itemsox, do one or more of the following until tHRestore Sebox shows the
folders and files that you want to restore:

9 Select the check box for each folder and file that you want to restore, and then click
Include TheRestore Sebox shavs the included folders and files. If you include a folder,

Fff 2F GKS FT2f RSNR& 4dzo RANBOUGZ2NRASE yR FAf

restore all of the subdirectories and files, you can add filters.Fileer subdirectories and
files wren restoring dataon page4l.

9 To exclude one or more folders or files from the restore, select the check box for each
folder or file, and thertlickExclude TheRestoreSetbox shows the excluded folders and

FTAf{Sad LT &2dz SEOfdzRS | FT2f RSNE Fff 2F (KS

the restore by default. If you do not want to exclude all of the subdirectories and files, you
can add filters. SeEilter subdirectories and files when restoring datepages 1.

9 To search for files to restore or exclude from the restalick theSearchbutton. Q In the
Search for filebox, enter search criteria and select files. Search for files to restoen
page43. GickInclude Selectedr Exclude SelectedlrheRestoreSetbox shows the
included or excluded files.

1 To remove an inclusion or exclusion record from Restore Sebox, click the Delete
button beside the folder or file recora

ClickApply Nowto consolidate and simplify records in tRestore Sebox, if changes need to be
applied.

ClickRun Restore
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The Process Details dialog box shows the restore progress andtexiwhen the restore is
completed. Other recent job processes might also be listed in the dialog bo¥i&eeurrent
process information for a jobn page69.

12. To close the Process Details dialog box, Clicke If the restore is running, it will continue to run.

6.1 Restore ACLsS

You can back up and restore Access Control Lists (ACLs). The following behaviors can occur when you
restore ACLsroa Linux server.

ACLs control the access of users or groups to particular files. Similar to regular file permissions (e.g.,
owner, group, world), ACLs are tracked by the ID of the user/group. ACLs providecacuesls
granularity beyond regular file perissions, and unlike regular permissions, they are not always enabled.

ACL implementations might differ by variety of Linux, and by the type of file system. Not all ACL
implementations are "portable” (i.e., ACLs on one OS/file system may be incompattble@tis on
another OS/file system). In addition, you might need to enable ACL support on a partition before you
can configure it.

If you attempt to restore ACLs to an incompatible system (e.qg., a file system that does not support ACLS),
the ACLs will notdrestored. An error message will appear in the backup log.

If you restore to a compatible system (e.g., the original system, or a different system with the same
variety of Linux), ACLs will also be restored.

Since ACLs are associated with user and gidspyiou will observe the following on a compatible
system:

1 If the group, user names, and IDs on the restored system match those of the original system, the
ACLs will be associated with the same user name as on original system.

1 If the group, user names, a@s on the restored system do not match those on the original
system, the ACLs will be associated with a different user or group name compared to the original
system.

1 If the group or user name ID does not exist on the restored system, the ACLs wilbbatass
with the user ID or group ID respectively. Therefore, browsing ACLs on these files will show
user/group IDs as opposed to user/group names.

6.2 Restore data to a replacement computer

If you are replacing a system and want to migrate all datarteva computer (e.g., at the end of a lease)

or in a disaster recovery situation, you carregister the new computer with the vault as the old
O2YLJzi SNE FyR NBad2NBE RIFGF FNRBY GKS 2f R O2 YLzl SN
multiple vaults you can use Portal version 8.50 or later taegister the new computer to multiple

vaults.

After you reregister a computer with a vault, you must enter the encryption password for the

02YLJzi SNR& SEA&aGAY3 ol O] dzLJ 2pronsucteyshilly. B8y idhiigrize y A T S
a jobon page33.

If you want to restore data to another computer without replacing the existing computer can

restore data from another computer. S&estore data from another computen page39.
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To restore data to a replacement computer:

1.

Download and install an Agent on the new or rebuilt computer.
On the navigation bar, clidRomputers
A grid lists available computers.

Findthe replacement computer to which you want to restore the data, and expand its view by
clicking the computer row.

If the following messages appear, a backup job has not been created for the computer. Click
Configure Manually

[ . : W s wd yerai s 2 =

Click the Vault Settings tab
ClickReregister.

In the Vault Settings dialog box, in tiiault Profilelist, select the vault where the backup from
the original computer was stored.

Wault SeLings

Bask Sectings Advanced Settings

7. ClickLoad Computers
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Waull Setings El El
Easic Setiings Advanced Settings
B
8. Inthe list of computers, click the name of the computer where the data lacked up. Click
Save
9. In the confirmation dialog box, clidkes
Confirmaton E”Zl

Vez

10. After job information is downloaded, click tldebstab.
11. Find a job whose data you want to restore, and dRelstoreA y (i KSele® Actior@nu.

During a restore, you must enteny passwords required for the job, including the encryption
password. The remaining steps are the same as the steps for regular restores.

NOTEAfter you reregister a computer with the vault, you must enter the encryption passwords
F2N) GKS O2YLizi SNN& ol Ol dzld 22048 YR &8y OKNRYAIl
Synchronize a jobn page33.

6.3 Restore data from another computer
.2dz Oy NB&G2NB &42YS 2NJ I ff 2F | O02YLMzi SNDR& o6t O

To restore data from another computer, you can redirect datan a backup job on the vault to a
different computer. If the data was backed up using a filyghe destination computer must have the
same plugn installed. If the data was backed up using the ExchangeiiRltlte destination computer
must also havéicrosoft Exchange installed. If the data was backed up using the S@h,Rhey
destination computer must also have Microsoft SQL Server installed.
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The new computer then downloads information from the vault so that the data can be restored on the
new computer. For example:
1 Computer A backs up data using Job A
 /2YLzGSNI . NBad2NBa RFEGF FNRBY W26 ! 0602YLMziSN

Alternatively, if you wish to perform a disaster recovery on the same or replacement computer, you can
re-register a newlygonfigured computer after installing an operating system and an Agent on it. See
Restore data to a replacement computer page37.

In some caes, where data streams are compatible, you may be able to restore to another computer
with a similar (but not exactly the same) operating system. Different versions of the same operating
system (e.g., Windows) are often compatible. Operating systemssttaat similar origins (e.g., Linux
and Solaris) are also acceptable.

To restore data from another computer:
1. On the navigation bar, clicBomputers
A grid lists available computers.

2. Find the computer to which you want to restore the data, and expandets iy clicking the
computer row.

3. IntheJob Tasksenu, clickRestore from Another Computer

The Restore From Another Computer dialog box opens.

In the Vaultslist, select the vault where the backup is stored.

In the Computerdlist, select the computer wh the backup from which you want to restore.
In the Jobslist, select the job from which you want to restore data.

ClickOkay.

Portal attempts to download information about the selected job. After the job information is
R2gyf 2 RSRY GKS 2206 | LJIJISINAR 2y (GKS 02YLJzi SNDa
you would in a regular restore.

N o &

If Portal cannot download informatn about the selected job, the restore cannot continue. This
can occur if the vault cannot be reached, job information cannot be retrieved, or a required plug
in is not installed on the destination computer. Make sure that any required-ipligyinstallel on

the destination computer before you try again.

6.4 Advanced restore options
When restoring data, you can specify the following options:
Locked File Options

When restoring data from a Windows, Linux or UNIX local job, you can specify whethentoiaver
locked files with restored files with the same names. You can select one of the following options:

1 Yes, overwrite locked fileg; Files on the system that are locked during the restore are
overwritten by restored files when the system restarts. Yaustrselect this option for a system
state or system volume restore.

1 No, do not overwrite locked filesc Files on the system that are locked during the restore are not
overwritten by restored files with the same name.
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Streams

When running a backujnformation is collected from your files in various streams. Original data
created by a user is called a data stream. Other information, such as security settings, data for other
operating systems, file reference information and attributes, are storeéramate streams.

When restoring data from a Windows, Linux or UNIX local job, you can select one of the following
options:
1 Restore all streamg Restores all information streams. This option is recommended if you are
restoring files to a system with an idcal platform.

9 Restore data streams onlg For crosslatform restores, restores data streams only. This option
ensures that conflicts do not arise as a result of sysspecific information streams.

Log Options
Select one of the following job loggingéds from the list:
9 Filest Provides the most detailed information, and is typically used for troubleshooting.
Provides information about files that are backed up.

9 Directoryt Provides less detail than the Files logging level. Provides information aiddets
that are backed up.

1 Summaryt Provides highevel information, including the vault and Agent version, and backup
sizes.

1 Minimal T Provides higHevel information, including the vault and Agent version.

Changing the logging level only affects logsfihat are created from that point and after. It does not
affect previouslycreated log files.

Performance Options
To use all available bandwidth for the restore, seldsé all available bandwidth

Bandwidth throttling settings specify the amount of bavidth consumed by an Agent for backups and
restores. For example, you might want to restrict the amount of bandwidth used for daytime backups so
that online users are not affected, and allow unlimited bandwidth usage at night so that scheduled
backups ruras fast as possible.

6.5 Filter subdirectories and files when restoring data

When you restore data from a Windows, UNC, Linux or UNIX backup job, you can specify folders and
files to restore or not restore from the backup.

By default, whenyouincludeaf RSNJ Ay | NBalu2NBzI GKS F2f RSNDa ad
LT &2dz 2yfte glyd (2 NBAG2NB a2YS 2F || F2f RSNDRa 3
record. For example, you could add a filter so that files in a fadeonly restored if they have the .doc

or .docx extension.

. @& RSTldzA G 6KSy e2dz SEOtdzZRS | T2t RSNJ FNBY | NB3
SEOf dZRSR® L¥ &2dz 2yfé gty G2 SEOf dzRS ilerdtg®e 2F |
exclusion record. For example, you could add a filter so that files in a folder are only excluded from the
restore if they have the .exe extension.
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To filter subdirectories and files when restoring data:

1. When restoring data from a Windows, UNC, Linux, or UNIX backup job, viRestae Sebox.

Restore Set

2. |If editable fields do not appear for a folder inclusion or exclusion record where you want to filter

subdirectories and fields, click thalitbutton in the fober row. —
3. IntheRestore Sebox, for each included folder where you want to include specific subdirectories
or files, do one or more of the following:

9 To include specific subdirectories in the restore, inFotders Filteffield, enter the names
of subdirectories to include. Separate multiple names with commas, and use asterisks (*)
as wildcard characters. For example, to only restore subdirectories if their names end with
GOdZNNByYy G¢ 2N adl NI 6A0K écurren, pBI® Sy GSNI G6KS T
NOTE: Asterisks (*) are the only supported wildcards in filter fields.

1 To restore specific files, in theles Filteffield, enter the names of files to restore. Separate
multiple names with commas, and use asterisks (*) as wildcard characters. For example, to
only restore files if they have the .doc or .docx extension, enter the following filter: *.doc,
*docx

NOTEAsterisks (*) are the only supported wildcards in filter fields.

9 To restore the specified folder, but not its subdirectories, clearRbeursivecheck box.
T ¢2 NBaGd2NBE GKS T2 RSRetusivashdeg iox. NSOG2NASas a$s
4. IntheRestore Sebox, foreach excluded folder where you want to exclude specific
subdirectories or files, do one or more of the following:

9 To exclude specific subdirectories from the restore, inkbéders Filteffield, enter the
names of subdirectories to exclude. Separatdtiple names with commas, and use
asterisks (*) as wildcard characters. For example, to only exclude subdirectories from a
NEaG2NE AF (KSAMNIEY 2YNS a4 (S yNI GAAGOKK G H roidw € = Sy
2001*

NOTE: Asterisks (*) are thery supported wildcards in filter fields.
1 To exclude specific files from the restore, in fikes Filteffield, enter the names of files to
exclude. Separate multiple names with commas, and use asterisks (*) as wildcard

characters. For example, to onlyaude files from a restore if they have the .exe or .dll
extension, enter the following filter: *.exe, *.dll

NOTEAsterisks (*) are the only supported wildcards in filter fields.

1 To exclude the specified folder, but not its subdirectories, cleaRb@rsivecheck box.
T ¢2 SEOfdzRS (KS ¥F2f RSRausivahizk Bok. NSOG2NASaz:r &a$
5. ClickApply Nowto consolidate and simplify records in tRestore Sebox, if changes need to be
applied.
6. ClickRun Restore
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6.6 Search for files toestore

When you restore data from a Windows, UNC, Linux or UNIX backup job, you can search for files to
restore or exclude from the restore.

To search for files to restore:

1. Inthe Restore dialog box, click tBearchbutton. Q

The Search for files dialbgx appears.

2. IntheSearch Texbox, enter the file name to search for. You can include asterisks (*) as wildcard
characters.

3. To search for files in a specific folder in the backup, enter the path iBe¢hech Patibox.
4. To search for files only in thepecified folder, clear th8earch all subdirectoriesheck box.
5. ClickSearch

The Results box lists files that match the search criteria.

6. IntheResultshox, select files to include or exclude. To select multiple consecutive items, press
SHIFT while clicking the first and last items in the list. To select multiple items, press CTRL while
clicking the items.

7. Do one of the following:
I To restore the selectefiles, clicknclude Selected
9 To exclude the selected files from the restore, cliteklude Selected
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7 Restore a Linux system from a BMR backup

Beginning with Linux Agent version 8.83, you can restore entil@td4nux servers from Bare Metal
Restore(BMR) backups. A BMR backup includes:

1 An .iso file for starting the destination system and running the restore. The .iso file is created on
the source system during a BMR backup and is backed up to the vault

1 A backup in the vault of all folders and fiteat are required for the system. By default, a Linux
BMR backup includes all folders and files from the root (/), although some files can be excluded.

When restoring a Linux server from a BMR backup, the destination machine must have:

1 Atleast 4 GB of RAM.

1 The same hardware configuration as the source system.

1 Hard drives that are the same size or larger than drives on the source system.
1 A connection to the network, so that it can communicate with the vault.

NOTERestores are not sugpted to systems with different types of firmware.
To restore a Linux system from a BMR backup:
1. Do one of the following:

1 If the source system is still available, copy the /Bare_Metal Restore_Image.iso file from
the source system to another machine.

1 Use the Restore from another computerocedure to restore the
/Bare_Metal_Restore_Image.iso file from the Linux BMR backup to another machine. See
Restore data from another computen page39.

2. Create a bootable USB device, CD or DVD from the Bare_Metal_Restore_Image.iso file and mount
it on the destination system.

3. Boot the destination system from the bootable file.
4. Do one of the following:

1 If the Relaxand-Recover screen appears, sel®gcoversourceSystemNanand then
press Enter. This screen appears if the protected system isliBisad.

Do not select the Automatic Recov@urceSystemNanaption or the system will not
start successfully.

Fachuvar localhost

1 If the GNU GRUB screen appears, sétetaxand-Recover (no Secure Boadhd then
press Enter. This screen appears if the protected system isbdEed.

5. At the login prompt, log in as root.
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NOTEIf a login prompt does not appear initially, présster.

6. (Optional) To ensure that the connection to the vault is active, ping the vault IP address. If there
are network connection issues, change the network settings.

7. Enter the following command:
./bmragent

8. On the Vault Login screen, enter informatifam connecting to the vault where the BMR backup is
saved.

In the Address field, enter the vault IP address or fully qualified domain name (FQDN). In the Port
field, enter the port number for connecting to the vault (2546, by default). In the Account,
Useaname and Password fields, enter an account and credentials used for the backup.

9. On the Protected Servers screen shows, press the up and down arrow keys to select the
protected server to restore, and then press ENTER.

10. On the Job List screen, press tippand down arrow keys to select the BMR backup to restore,
and then press Enter.

11. On the Safest List screen, press the up and down arrow keys to select the backup to restore, and
then press Enter.

12. On the Start Restore screen, enter the encryption passwarthe BMR backup job.
On the CONFIRM line, press the right arrow key to choose yes, and then press Enter.

13. If the destination system is larger than the protected systei@pafirm the recreated disk layout
or go back one steprompt appears. Press Enter select the default option.

If an error occurs at this stage, please gaitip://relax-and-recover.org/support/for Relaxand
Recover support.
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14. If the destination system has a larger disk than thet@cted system, &onfirm restored config
files are OK or adapt them as neegedmpt appears. Press Enter, and then press Enter again to
select the default options.

The system restore begins. The restore time depends on the size of the backup.
If the resbre takes a long time, the screen might go blank. To refresh it, press Enter.

When the restore is finished,@ompleted the bare metal restompessage appears, followed by
the RESCUE prompt.

15. Run the following command to view the restore log:
Ixlogcat j obNameRSTyyyymmdd- hhmmssXLOG | tail -n25

WherejobNameis the name of the BMR job from which you restored the system, and
yyyymmddhhmmsss the date and time of the restore.

Review the restore log. Check that the restore completed with no errors atdhk restored
system size is correct

16. Restart the system.

Depending on the source system platform and configuration, the system could restart once or
twice automatically.

17. Log in to the restored system with the password from the protected systemyarify that the
system is working.
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8 Restore a Linux system without a BMR backup

Beginning with Linux Agent version 8.83, you can restore enti@td4nux systems from BMR backups.
SeeRestore a Linux system from a BMR baakupage44.

If a Linux system is not protected by a BMR backup, you must recover the system using techniques
described in this section. This section also describes tharmam resources required to rebuild a file
system to its state at the last system backup.

The basic recovery procedure is:

Install the minimal operating system, including networking.

Install and configure the Agent.

Restore the backed up system state, piags, and data using the Agent.
Perform postrestore maintenance.

Verify the restore.

U A

Before performing a recovery, ensure that your hardware configuration is sufficient for the programs,
data, and system state of the protected system.

8.1 Hardware requiements

It is crucial for local storage on the system to be sufficient for a full restore of programs, system state,
and data. Otherwise, the restore will fail, and your system may be left in an indeterminate state.

If any configuration files for your opdrag system depend on specific identifiers of installed hardware
(such as the MAC address of a network card), ensure that this information is noted, as the values may be
different than when the system was backed up using the Agent.

NOTEWhen performing a&omplete system restore (DR), you need to ensure there is ample disk space
for the creation of large recovery logs from our Agent and other possible logging or auditing from the
operating system. Using file level logging on a system containing a larggsfiéen can generate a large
log, which can potentially fill up the available or allocated disk space. If the logs are on the same
partition as the root file system, this may prevent the OS from booting.

8.2 Software requirements

Ensure that the approprta installation media is available. The minimum system software includes:

1 Installation media identical to that installed on the original system.

1 Any necessary OS patches to install the Agent, as described in the installation instructions for the
Agent on he OS.

1 Agent Installation media identical to that installed on the original system.
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8.3 Recovery steps

This section describes the steps to perform a system recovery.

8.3.1 Install the minimal operating system
Follow the instructions in yowperating system manual and installation media to install a minimal
operating system.

1 When prompted to partition your drive(s), ensure that the partitions are large enough to restore
to; they should be at least as large as the original partitions.

1 If restaing over the network, TCP/IP network services must be installed and configured
appropriately, and there must be a connection between the system and the backup vault.

9 If restoring from a directory on disk, there must be sufficient disk space to handtthe aéstored
data.

8.3.2 Install and configure the Agent

1. Install the Agent for your operating system.
2. Configure the Agent. Reegister the Agent to the vault where the data was backed up.
3. Synchronize the job to ensure that local copies of job catalagsraated.

8.3.3 Restore the backed up system

1. Start a restore.

2. Select the files you wish to restore. The Agent will restore most files to their original locations and
protect against many known restore problems (for file systems mounted in die¢ult
locations), but some files may cause unpredictable results if restored. These files vary and may
generally be restored to alternative locations without problems.

3. Ensure that the files are not being restored to a file system that is mountedasixd
NOTE: The Agent will prevent recovery of files to critical locations, but not all critical locations are
necessarily detected.

When the recovery procedure is complete, the process of verifying the integrity of the restore can
commence.

8.3.4 Perform postrecovery maintenance

If any modifications to the configuration of the restored system are required after restore, these should
be performed now. Known posestore maintenance steps are noted below.

8.3.5 Verify the recovery

Once the restorgrocedure is complete, determine if the recovery is complete and correct. The listing
and testing of the jobs should be performed as part of the systems recovery planning. The specific jobs
to be performed for verification depend on the application enmiment and the system's importance.

Once the system is restored, the integrity of the recovery must be verified. The test can be as simple as
placing a duplicate file in a different directory structure and testing for any differences within the file.
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Then,confirm that the file can be opened using a known application and that you are able to send e
mail to a known address. It can also be as complex as completing an SQL query on a known database set.

Whatever the test, both the list and the test itself mi& planned and executed during normal system
operation.

8.3.6 Recovery problems

Should any of the recovery jobs fail, consider these questions:

T
T

= =4 =4 =

Was the system restored using the same version of OS?

What possible differences were there in the hardwaresoftware settings that could have
affected the recovery?

Were any errors reported in the error log file?

Were all the necessary drivers installed?

Were the applicable OS patches added?

Was there sufficient disk space to handle all of the restored data?

49



Linux Agent and Oracle P}mg8.8 User Guide

9 Back up and restore Oracle databases using the Oracle-Plug
in

The Oracle Plutp is an adebn to the Linux Agent that allows you to perform database backups on
Oracle databases.

The Plugn is installed with the Agent on the database host.

A user, typicayl a DBA, configures the backup using Portal or the legacy Windows CentralControl. A user
can schedule a backup of the database, at which time the Agent (with the help of the Oraeile) Riig
send database information to the Director.

The Oracle Plum provides ARCHIVEL®&ed, noAcRMAN backups of whole online database
instances. All notemporary tablespaces and instance parameter files are automatically backed up.

Full and partial databases are restored through normalusanaged Oracle recovery rleanisms.

Agents specify databases using Oracle Service Names. They do not requideselript backugevel
ORACLE_HOME customization.

Database passwords are encrypted for enhanced security over-basged methods.
Limitations
1 Only local, singknstance, diskbased databases are backed up.
Database clusters are not backed up.
Raw devices are not backed up.
Remote databases are not backed up.

The database must run in ARCHIVELOG mode, and the user under which the backup is configured
must haveSYSDBA privileges.

= =4 =4 =4

9.1 Install the Oracle Plugn for Linux

To protect Oracle databases, you can install the OracleiRMith the Linux Agent. For supported
platforms and database versions, see the Ordileyin for Linux release notes.

You can detenine which version of Oracle is installed by quenBANNERrom V$VERSIONor
VERSIONfrom V$INSTANCE

SELECT banner
FROM v$version

SELECT version
FROM vS$instance

The Oracle Plugp canonlyfind the TNS name listnlsnames.ora ) in the global location
letcl/oratab . This may be a copy or symbolic link to thenames.ora that was used to start the
listener.

The Oracle Plum installation kit is provided as a tar.gz file. You must install the OraclerPtugthe
system that hashe Oracle database server. The Linux Agent must be installed before thmPlug

To install the Oracle Pltig for Linux, you must have root privileges on the target system.
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To install the Oracle Pltg for Linux:

1. Download the Oracle Pltig for Linux &r.gz installation package on the machine where you are
installing the Plugn.

2. Run the following command to extract files from the installation package:

tar -zxf packageName .tar.gz

WherepackageNamés the name of the Oracle Phig installation kit.

3. Ruwn the following command to change to the Oracle Rhugnstallation kit directory:
cd packageName

4. Run the following command to start the installation:

Jinstall.sh

5. Follow the installation instructions on the screen.

9.2 Add an Oracle databaskeackup job

After a Linux computer with the Oracle Plungis added in Portal, you can create a backup job for one or
more Oracle databases. The backup job specifies which databases to back up, and where to save the
backup data. You must also specify creitia for the Agent to use to connect to the Oracle server.

The OraclePlug y LISNF2NXa o¢KIF G hNIOtS /2N1LRNIGA2y RSSYa
requiring that the database be run in ARCHIVELOG mode. During a live backup, any changes to the
database will be written to archived logs. The database administrator should ensure that the database is

in ARCHIVELOG mode.

The Oracle Pluip backs up redo and archive logs that are created while the database backup job is
running. For example, if an Qula database backup job runs from 22:00 to 01:00 each day, theiplug
backs up redo and archive logs that are created between 22:00 and 01:00. To back up logs that are
created after the Oracle database backup job runs, we recommend running a Local Bystdm

another time each day. Using the Local System, you will be able to recover the database to a point in
time that is later than the time when the Oracle database backup job ran.

To ensure that archived log files do not take up too much disk spaceuwrsystem, the Oracle Plag

can delete archived redo logs after a successful backup. This functionality is available with the Oracle
Plugin for LinuxAgent version 8.60 or later. If you specify that archived logs should be deleted after a
backup, ensuréhat the logs are backed up using a Local System job.

To back up the data, you can run the backup job manually, or schedule the backup job to rRanSee
and schedule backups and synchronizatmmpage29.

To add an Oracle database backup job:
1. On the navigation bar, clidckomputers
The Computers page shows registered computers.

2. Find a computer with the Oracle Pturg and expand its viewyclicking the computer row.
3. Click theJobstab.
If a valid vault connection is not available for the computer, you cannot access the Jobs tab.

4. In theSelect Job Tagkenu, clickCreate New Oracle Job
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5. Inthe Connect to Oracle Server dialog Bpecify the following information:

T

In the Database Service Nantmx, type the service hame of the database that you want
to back up.

In the User Namebox, type the name of a user who has sysdba privileges.
In the Passwordbox, type the password for the spified user.

Connect To Oracle Server ElEl

6. ClickConnect
7. Inthe Create New Job dialog box, specify the following information:

1
1
1

In the Namebox, type a name for the backup job.

In the Descriptionbox, optionally type a description for the backup job.

In the Destinationlist, select the vault where you want to save the backup data.

A vault only appears in the list if it assigned to the user, or if the user added it on the
O2YLJzi SNDa tabl dzf & { SGGAy3Ia&

In the Log File Optiongist, select the level of detail for job logging. For more information,
seeLog file option®n page25.

For new baclp jobs, the encryption method is AES 256 bit. Existing jobs can have other
encryption methods. SeEncryption settingen page25.

In the Passwad and Confirm Passwordboxes, enter an encryption password. You can also
enter a password hint in thBassword Hinbox.
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Create New |ob

E2(Ey

8. IntheSelect Databases for Backinox, select the database to back up.

9. Do one of the following:

1 To leave Oracle archived redo logs on the system, Blickot delete archived logs.

1 To delete Oracle archived redo logs after a successful backupDeliete archived logs
2 f RS NJ U K I BAterdh¥ Bumlbet o diays after which archived logs can betefs

10. ClickSave

The job is created, and the View/Add Schedule dialog box appears. Now you can create a
schedule for running the backup. Cli¢kncelf you do not want to create a schedule at this time.

For information about how to run and schedulestbackup job, seRun and schedule backups

and synchronizationsn page29.

9.2.1 About Oracle backups

The Oracle Plumy performs what Ora8

/| 2N1LER2 NI GA2y RSSYa vy

GAYO2YAAS

requiring the database to run in ARCHIVELOG mode. During a live backup, any changes to the database
will be written to archive logs. The DBA should ensure that the database is in ARCHIVELOG mode:

SELECT log_mode
FROM v$database

The value ARCHIVELOG should return. Otherwise, follow the normal Oracle procedure for putting the
database in ARCHIVELOG mode. This is typically:

> shutdown normal

> startup mount

> alter database archivelog;
> archive log start

> alter database open
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In Oracle, this is done directly from SQL*Plus. You can also put the database in ARCHIVELOG mode when
you initially set it up. Alternatively, you can use the Enterprise Manager GUI or other DBA tools.

No tablespacs can be in backup mode before a backup job starts. You can verify this with:

SELECT d.file_name, b.status
FROM dba_data_files d, v$backup b
WHERE b.file# = d.file_id,;

If any files display with ACTIVE status, the backup job will not start.
NOTEThe Agent leaves the database in an appropriate state when a backup completes successfully.

Before you can use the Oracle Ringo create backup jobs, a license must be available on the vault.
See the vault operations manual for more information.

9.2.2 How the backup works

When a backup starts, the Oracle Rlogterates through all nolTEMPORARY tablespaces (including

ONLINE, OFFLINE, and READONLY tablespaces). Each ONLINE tablespace will enter ARCHIVELOG moc
(which creates a snapshot of the tabpace's files). The tablespace's component files will be backed up.
When the backup of an ONLINE tablespace's files finishes, the tablespace will return to normal mode.

After all of the tablespaces have been backed up, the-Rldigshes any pending redogs, and also
backs up the generated archive logs. These logs will always be new files.

The instance control files are backed up as binary files, as well as TRACE log entries. The instance
parameter filesifit<ORACLE_Slbra and/or spfile<ORACLE_SIbra, depending on the version and
configuration of Oracle) and the Oracle password file are also backed up.

NOTEOS and Oracle Configuration files that are not instesuecific (such asernel parameters,
tnsnames.ora, sqglnet.orandlistener.ora) are not backed up by the PHig You can back these up
using an ordinary filkbased Agent.

9.2.3 Table of backup information

Before you perform Oracle database backup or restore processes, be sure that you have all information
such as names, lodahs, passwords, etc., that the wizard will request. You can use the following table
for reference.

System Requirement | Customer/User Comments
Supplied Value

New Job Name Job Name = Name of job to communicate with an Agent that has
OraclePlugin
Backup Source Type Oracle Choose Oracle from the dropdown menu

54



Linux Agent and Oracle P}mg8.8 User Guide

System Requirement | Customer/User Comments
Supplied Value

Oracle Options (databasgDatabase Servic{Validates the fields, and allows connection to the
to back up, and databasgName * = database.

account information) In Portal, set the Database Service Name to the

Database Instance from Oracle (rather than the

User Name =
Instance Name from Oracle).
In Windows CentralControl, set the Oracle Service
Name to the Database Instance from Oracle (rather
Password = than the Instance Namérom Oracle).
Encryption type Encryption type 3lf you select a type, you must supply a password
Password =

Password Hint =

Logging options Create log file =
YIN

Log detail level 5

Keep or purge lo
files =

Number of logs

to keep =
Schedule You can run backup jobs immediately, or through a
schedule. You can optionally use the scheduling wizi
Destination vault Vault Name = |Choose from the dropdown list of Directors (vaults)
Network Addresg

* If you connect to a database that listens on a port other than the default, the format for the Database
Service Name service name:port numbe(for exampleprcl:1523.

9.3 Restore Oracle databases

You might need to restore a full database, orrestore 3@ a0 SY FNRY GKS 3INRBdzyR
installing the OS, applications, and then the full database (plus any transaction logs) on a new system.

If there is an Oracle backup and a-sytem backup, restore the system (putting back the contents of
ORACLE_HOMgEspecifically the database installation). You may safely exclude the data files and
archive logs that are backed up by the Filng
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Finally,restore the Oracle backup, and copy the required components to the appropriate directories.
Follow thestandard usemanaged Oracle recovery procedure outlined in the appropriate OS Oracle
Backup and Recovery Guide (available on the Oracle website).

An Oracle restore process is performed by a Database Administrator. Briefly, the steps are:

1. Shut down the dabase.
Restore the files usingestore to an Alternate Location

3. If the files have been renamed, you must change them back to their original file names (i.e.,
control files).

4. If necessary, reset the control information for the database.
Start and recovertie database.
Reopen the database for use.

The Plugn does not do tabldevel restores.

9.3.1 Guidelines for restoring

NOTE:For a full disaster recovery (in which the full database instance is restored), be careful when you
recover the databasbecause the Plugn does not back up TEMPORARY tablespaces.

Start the database recovery with an explicit PFILE or SPFILE reference:
SQL> STARTUP PFILE=1gaffile\initSIDNAME.ora’

It may be necessary to take the temporary tablespace files offline
SQL> ALTER DATABASE DATAFIL-t6-dathfile' OFFLINE

Restore the database as usual, but when you open it after recovery, use this command:
SQL> ALTER DATABASE OPEN NORESETLOGS

TEMPORARY tablespaces should be dropped, the data fitbe temporary tablespaces should be
removed, and the TEMPORARY tablespaces should be recreated (this may include the default TEMP
tablespace).

At this point, the database can be closed normally and restarted (with RESETLOGS, for example).

NOTEOracle paraeter files are backed up to a different directory by default.

9.4 Uninstall the Oracle Pluin
Uninstall the Oracle Pldg as aroot user.

To uninstall the Oracle Plag, run the uninstall script:

# .Juninstall - oracle.sh

This script will be in the inall kit directory (typically /tmp/OrackPluginrLinuxwversion>.

After you run the uninstall script, use the VVAgent script to stop and start the Agent.
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10 Delete jobs and computers, and delete data from vaults

Regular users and Admin users can delet&kbpgobs from Portal without deleting associated data
from vaults. Se®elete a backup job without deleting data from vaudispage57. Admin users can
delete computerdsrom Portal without deleting associated data from vaults. Beéete a computer
without deleting data from vaulten page61.

In a Portal instance where the data deletion feature is enabled, Admin users can also:

91 Delete backup jobs from Portal and submit requests to delete the job data from vaultBeBxde
a backup job and delete job data from vaudts pages8.

91 Delete online computers from Portal and submit requests to delete the computer data from
vaults. Se®elete an online computer and delete cartgy data from vault®n page62.

After an Admin user submits a request to delete job or computer data from vaults, there ib@r2
waiting pefod before the data is deleted. During this waiting period, Admin users in the site can cancel
the data deletion. Se€ancel a scheduled job data deletmnpage60 and Cancel a scheduled computer
data deletionon page64.

10.1 Delete a backup job without deleting data from vaults

Regular users and admin users can delete backup jobs from online computers without deleting the job
data from vaults.

In a Portal instance where the data deletion feature is enabled, Admin users can submit requests to
delete job data from vaults when thealelete jobs from Portal. Sdeelete a backup job and delete job
data from vaulton pages8.

To delete a backup job without deleting data froawits:

1. On the navigation bar, clidRomputers
The Computers page shows registered computers.

2. Find the online computer with the job that you want to delete, and expand its view by clicking its
row.

3. Click theJobstab.
In the Select Actiormenu of the job hat you want to delete, clicRelete Job

5. If you are signed in as an Admin user in a Portal instance where the data deletion feature is
enabled, a Delete Job dialog box appears.

To delete the backup job without deleting data from vaults, diekete jobfrom computerand
then clickDelete
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Delete Job [f=]

NOTEThe Delete Job dialog box does not appear if you cannot delete backup data in vaults
because your Portal instance does not support vault data deletion or you are signed in as a
regular user.

A confirmation diadg box asks you to confirm the deletion request.

Confirm Your Deletion ElEl

WD S DO

Fiease nype DO NFIRR

3 CoRLinue

6. In the text box, typeaCONFIRM.
NOTEYou must typeCONFIRNN capital letters.

7. ClickConfirm Deletion

10.2 Delete a backup job and delete job data from vaults

In a Portal instance where the data delatiteature is enabled, Admin users can delete backup jobs and
request that data for the jobs be deleted from all vaults. The data deletion is scheduled for 72 hours
after the request is made and an email notification is sent to Admin users in the site &uper users.

During the 72hour waiting period before job data is deleted, Admin users can cancel scheduled job data
deletions in their sites. Se@ancel a scheduled job data delet@mnpage60.

If a scheduled job data deletion is not canceled during thédi® waiting period, the job is deleted

from Portal, the deletion request is 8eto vaults and job data is automatically deleted from associated
vaults. If data for a job cannot be deleted for some reason, an email notification is sent to a vault
administrator. The vault administrator can then manually delete the data.
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WARNING: Bodata deletion is permanent. After the data is deleted from vaults, it cannot be recovered
or restored.

To delete a backup job and delete job data from vaults:
1. When signed in as an Admin user, ci@kmputerson the navigation bar.
The Computers pagehows registered computers.
2. Find the computer with the job that you want to delete, and expand its view by clicking its row.
3. Click theJobstab.
4. IntheSelect Actiormenu of the job that you want to delete, cli@elete Job
A Delete Job dialog box appe#rthe data deletion feature is enabled in your Portal instance.

NOTEIf the Delete Job dialog box does not appear, you cannot request that data for the job be
deleted from vaults. You can only delete the job from Portal.[3glete a backup job without
deleting data from vaulten pages7.

Dedere job E“El

5. SelectFully delete joh and then clicloelete

WARNING: Job data deletion is permanent. After the dadaleted from vaults, it cannot be
recovered or restored.

A confirmation dialog box asks you to confirm the deletion request.

Confirm Your Deletion [2l[=]

Fleass type COMNFIRM to concinue
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6.

In the text box, typeCONFIRM.
NOTEYou must typeCONFIRNN capital letters.
ClickConfirm Deletion

A Job Deletedialog box states that the job and associated data in your vaults is scheduled to be
deleted.

|05 Deleted [1[=]

ClickClose

The Last Backup Status column sh&ekeduled For Deletiofor the job. The Date column
shows the date when the job will be deleted from Portal gtaldata will be deleted from vaults.
Within a day of the scheduled deletion, the Date column will also show the time when the job
and its data will be deleted.

An email is sent to Admin users in the site and to Super users to indicate that the jolomlblas
been scheduled.

10.3 Cancel a scheduled job data deletion

In a Portal instance where the data deletion feature is enabled, Admin users can delete a backup job and
request that data for the job be deleted from all vaults. The data deletion idside for 72 hours after
the request is made and an email notification is sent to Admin users in the site and to Super users.

During the 72hour period before a job is deleted from Portal and the job data is deleted from vaults,
Admin users in the sitean cancel the data deletion. If a scheduled data deletion is canceled, an email
notification is sent to Admin users in the site and to Super users.

To cancel a scheduled job data deletion:

1.

When signed in as an Admin user, climkmputerson the navigatiorbar.
The Computers page shows registered computers.

Find the computer with the scheduled job data deletion that you want to cancel, and expand its
view by clicking its row.

Click theJobstab.
In the Select Action menu of the job that is scheduled foetitmh, clickCancel Delete

A confirmation dialog box asks whether you want to cancel the deletion.
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5. ClickYes

Values in the Last Backup Status and Date columns for the job revert to the values that appeared
before the job was scheduled for deletion.

Anemail is sent to Admin users in the site and to Super users to indicate that the scheduled job
deletion has been canceled.

Local System " yesberday at Wo4S Pl

10.4 Delete a computer without deleting data from vaults

Admin users can delete computers from Portal without deleting the coewpdidita from vaults. You can
delete both online and offline computers from Portal without deleting data from vaults.

If a computer is deleted from Portal in this way, the data can still be restored usiriRestere from
Another Computeprocedure.

To deldée a computer without deleting data from vaults:
1. When signed in as an Admin user, ctmkmputerson the navigation bar.
The Computers page shows registered computers.

2. Select the check box for each computer that you want to delete.
3. IntheActionslist, clickDelete Selected Computer(s)
4. If the data deletion feature is enabled in your Portal instance, a Delete Computer(s) dialog box

appears.
To delete the computer without deleting data from vaults, ciiedete computer(sand then click
Delete

Delete Computer(s) II"I‘

PROTECTEDSERNVER

WIRDOWSSERVER

cance m

NOTEThe Delete Computer(s) dialog box only appears if your Portal instance supports vault data
deletion.

A confirmation dialog box asks you to confirm the deletion request.

61



Linux Agent and Oracle P}mg8.8 User Guide

Confirm Your Deletion II"E'

Plamse typs CONFIRRA

5. In the text box, typeCONFIRM
NOTEYou must typeCONFIRNN capital letters.
ClickConfirm Deletion
In the confirmation dialog box, clitkes.
In the Success dialog box, cligkay.

10.5 Delete an online computer and delete computer data from
vaults

In a Portal instance where the data deletion feature is enabled, Admin usedetze online

computers and request that data for the computers be deleted from all vaults. The data deletion is
scheduled for 72 hours after the request is made and an email notification is sent to Admin users in the
site and to Super users.

NOTEYou canot delete data from vaults for offline computers, but you can delete offline computers
from Portal. Se®elete a computer without deleting data from vauis page6l.

During the 7zhour waiting period before computer data is deleted, Admin users can cancel scheduled
computer data deletions in their sites. S@ancel a scheduled computer data deletorpaget4.

If a scheduled computer data deletion is not canceled during thkoi2 waiting period, the computer

is deleted from Portal, the deletion request is sent to vaults andipta is automatically deleted from
associated vaults. If data for a computer cannot be deleted for some reason, an email notification is sent
to a vault administrator. The vault administrator can then manually delete the data.

WARNING: Computer data detatiis permanent. After the data is deleted from vaults, it cannot be
recovered or restored.

To delete an online computer and delete computer data from vaults:
1. When signed in as an Admin user, cimkmputerson the navigation bar.
The Computers page showegistered computers.
2. Select the check box for each online computer that you want to delete.
3. IntheActionslist, clickDelete Selected Computer(s)

A Delete Computer(s) dialog box appears if the data deletion feature is enabled in your Portal
instance. Th Fully delete computer(spption is available if no offline computers are selected.
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NOTEIf the Delete Computer(s) dialog box does not appear oty delete computer(s)
option is not available, you cannot request that data for the selected compbtdeleted from
vaults. You can only delete the selected computers from PortalD8kxte a computer without

deleting data from vaulten page61l.

Dalere Compurins)

PROTECTEDSERVER

4. SelectFully delete computer(s)and then cliclbelete
WARNING: Computer data deletion is permanent. After the data is deleted from vaults, it cannot

be recovered or restored.
A confirmation dialog box asks you to confirm the deletiequest.

Confirm Your Deletion

PROTECTEDSERVER

e~ Memss typs CONFIER bo coaviirs =

Lanie

5. In the text box, typeCONFIRM
NOTEYou must typeCONFIRNN capital letters.

6. ClickConfirm Deletion
WARNING: Computer data deletion is permanent. After the data is deleted from vaults, it cannot
be recovered or restored.
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A Computer(s) Deleted dialog box states that the computer(s) and associated data in your vault(s)
are scheduled to be deleted.

Cornpirens) Delened

PROTECTEDSE RVER

ClickClose

The Status column shov&heduled for deletidior the computer(s). If you expand the computer,
a message indicateshen the computer is scheduled to be deleted.

You cannot add, edit, run, schedule or delete jobs for a computer that is scheduled for deletion.
Existing backup jobs continue to run as scheduled until the computer is deleted.

P Jot Typa Duseriptien Larst Eachup Slatirs Date Artion

[-[FEPe Lacal v ZorpEms

o R Thih BICHLD (AOMBLIS e #Ling £ arive. 10 will ok o] g 10 -
Coudierasfacas  Lacu Spmem O Compienes e s yermmrzay a3 3T AU
ot Chwll, Pl e PO BTkl

10.6 Cancel a scheduled ogputer data deletion

In a Portal instance where the data deletion feature is enabled, Admin users can delete an offline
computer and request that data for the computer be deleted from all vaults. The data deletion is
scheduled for 72 hours after the reques made and an email notification is sent to Admin users in the
site and to Super users.

During the 72hour period before a computer is deleted from Portal and the computer data is deleted
from vaults, Admin users in the site can cancel the data deletfanscheduled data deletion is
canceled, an email notification is sent to Admin users in the site and to Super users.

To cancel a scheduled computer data deletion:

1.

When signed in as an Admin user, clidknputerson the navigation bar.
The Computers pagshows registered computers.

Select the check box for each computer for which you want to cancel the scheduled data
deletion.

In the Actions list, clic€ancel Deletion of Selected Computers
A confirmation dialog box asks whether you want to cancel #letin.
ClickYes
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A Success dialog box appears.
5. ClickOkay:.

The value in the Status column for each computer reverts to the value that appeared before the
computer was scheduled for deletion.

An email is sent to Admin users in the site and to Super users to indicate that the scheduled
computer deletion has been canceled.
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11 Monitor computers, jobs and processes

You can monitor backups, restores and protected computers using the followire Reatures:

T

Computers page. The Computers page shows status information for computers and their jobs.
SeeView computer and job status informatiom page66. You can also access logs for
unconfigured computers from this page. Sed S ¢ 'y dzy O2 y T A JazNdgdR7. O 2 Y LJdz

Process Details dialog box. This dialog box shows information about all running, queued and
recently-completed processes for a job. Séiew current process information for a job
page69.

Email notifications. To make it easier to monitor backups, users can receive emails when backups
finish or fail.

Process logs and safeset infaation. Process logs indicate whether each backup and restore
completed successfully, and provide information about any problems that occurred. You can also
view information about the safeset created by a specific backupzSe&s 6 | 220 Qa LINE O
andsafeset informatioron pager2.

Monitor page. The Monitor page shows the most recent backup status for each job, and allows
you to navigate to th computer and job for each backup. Séew and export recent backup
statuseson pager4.

11.1 View computer and job status information

On the Computers page in Portal, you can view status information for computers and their jobs.

To view computer and job status information:

1.

On the navigation bar, clidBomputers

The Computers page shows registered computers.
The Availability column indicateghether each computer is online or offline. Online computers
are in contact with Portal, while offline computers are not currently available. A computer can be

offline if it is turned off, if the Agent has been uninstalled from the system, or if therpyisées
been lost.

The Status column shows the status of each computer. Possible statuses include:

1 OKrt Indicates that all jobs on the computer ran without errors or warnings.

1 OKwithwarnings LY RAOF 1S4 GKIFdG 2yS 2NJ Y2NB 27F (K:
warnings.

7 O Attentiont LYRAOF 384 GKIG 2yS 2N Y2NB 2F (KS O
with errors.

1 Unconfiguredt Indicates that no jobs have been created for the computer.

Find the computer for which you want to view logs, and click the row to expanigvis v
View theJobstab.

If a backup or restore is running for a job, a Process Details s\bpbears beside the job
name, along with the number of processes that are running.
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Name Job Type
€1 jobl Local System

€21 job2 Local System

If you click the Process Details, the Process Details dialog box showsaitidorabout processes
for the job. Sed/iew current process information for a job page69.

ThelLast Backup Statusolumn shows the result of ghlast backup attempt for each job. Possible
statuses include:

1 Completedr Indicates that the last backup completed successfully, and a safeset was
created.
1 Completed with warnings Indicates that the last backup completed and a safeset

was created, bt problems occurred during the backup. For example, a warning could
indicate that a file or volume that was selected in the backup job was not available for
backup.

1 Deferredt Indicates that the last backup was deferred. A safeset was created, but not
all data that was selected was backed up.

Deferring is used to prevent large backups from running at peak network times. When
deferring is enabled, a backup job does not back up any new data after a specified amount
of time.

1 Never Rurt Indicates thathe backup job has never run.
1 0O Missedt Indicates that the job has not run for 7 days.

1 0 Completed with errors Indicates that the backup completed and a safeset is
available for restore, but problems occurred. Typically, this status indicates thatl mdt a
the data was backed up.

q © nNo Files backed up Indicates that no files were backed up during the last backup
attempt

1 0o Failedt Indicates that the backup failed and no safeset was created.
0 Cancelled

& Scheduled for Deletion Indicates that the jolis scheduled to be deleted from Portal
and job data is scheduled to be deleted from all vaults on the date shown in the Date
column. This backup status is only possible in Portal instances where the data deletion
feature is enabled. Sdeelete a backup fmand delete job data from vaults page58.

To view logs for a job, click the job status. For more informationzskeS 6 | 220 Qa LINR O
safeset informatioron pager2.

112+A S8 |y dzyO2y TAIdzZNBR O2 Y Llzi SN A

You can view logs for unconfigured computers that are online. Unconfigured computers do not have any
backup jobs.

¢2 OASH ty dzyO2y TAIdNBR O2YLIzi SNDa 233y
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1. On the navigation bar, clicBomputers

The Computers page shows registered computers. To only show unconfigured computers, click
G! yO2y TAIDGMtsRer. Ay GKS

Unconfigured - All
Al
QK

QK with warnings

L

Attention

Unconfigured -
2. Find an unconfigured computer that is online, and expand its view by clicking the tamnqw.
3. Click thdogslink for the unconfigured computer.

- iNEE mms g e ==

==

The Agent Log Files window shows a list of logs for the computers. Links to the logs appear at the
right side of the window.

4. Do one of the following:
1 To only view errors and warnings in a lolickErrors and Warning$or the log.
1 To view an entire log, clidkl for the log.
The log appears in a new browser tab.
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11.3 View current process information for a job

In the Process Details dialog box, you can view information about running, qaedegcently
completed processes for a job. Processes include backups, restores, and synchronizations, and is
typically deleted within an hour after the process ends.

To view current process information for a job:
1. While a backup, restore, @ynchronization is running, do one of the following:

f  On the Computers page, on the Jobs tab, click the Process Details & ntirside the
job name.

Jobs Vault Settings Advanced

Nai Job Type
17 Jab1 Local System

Job2 Local System

f On the Monitor page, click the Process Details syr<*obeside the job name.

Computer | Job Name

ocalnost O J:':/

If you clicked a Process Details symbol, the Process Details dialog box lists backup, restore and
synchronization processes that are running, queued and recently completéuefgob. Detailed
information is shown for the process that is selected on the left side of the dialog box.

2. To view information about a different process, click the process or VM name on the left side of
the dialog box.

Detailed information is shown ahé right side of the dialog box.

3. If the Process Details dialog box lists backup, restore and synchronization processes for the job,
do one of the following in the status list to show only some processes:

1 To only show queued processes, cliekinched

To anly show processes that are waiting for user action, @ipkrator Request
To only show processes that are in progress, &ishkning

To only show completed processes, chkatkished

= =4 =4 =

To only show processes that are finishing, diclalizing
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job - Process Detalls

Running I

11.4 Monitor backups using email notifications

To make it easier to monitor backups, users can receive emails when backups finish or fail. Admin users
and regular users in Portal can set up email naotifications for a computeS&ag email notifications
for backups on a computen page70.

In some Portal instances, email notifications are configured centrally for Linux systems with Agent
version8.10a or later, instead of separately for each computer. Ssteup email notifications for
backups on multiple computeos page71.

11.4.1 Set up email notifications for backups on a computer
To set up email notifications for a computer:
1. On the navigation bar, clidcRomputers
The Computers page shows registered computers.

2. Find the computer for which you want to configure email noéfions, and click the computer
row to expand its view.

3. On theAdvancedtab, click theNotificationstab.
LT GKS b20AFAOFIGAR2yA GFo6 R2S& y2d FLIWSIENE SYI
configured centrally instead of for each computer. Set up email notifications for backups on
multiple computer®n page71.

If the Notifications tab appears, but a policy is assigned to the Agent, you cannot change values
on the Notifications tab. Instead, notifications can only be modified in theyoli

SMTP Settings SMTP Credentials (if required)

Emnail "Froen” Address Qusgaing Mail Server [SMTP) User Mams Bagswand

foD P Adores s Oucgoing Server Bort (SMTH) Domain

4. Select one or more of the following checkboxes:

1 On failure If selected, users receive an email notification when a backup or restore fails. If
a backup fails, you cannot recover any files from the backup.
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1 On error. If selected, users receive an elnaitification when a backup or restore
completes with errors in the log file. You cannot recover files that are backed up with
errors, but you can restore other files from the backup (safeset).

1 On successful completionf selected, users receive an emadtification when a backup or
restore completes successfully. You can recover files from a backup that completes, even if
there are warnings in the log file.

Email notifications are sent separately for each backup and restore. For example, if three
backupjobs fail on a computer an@n failureis selected for the computer, three
notification emails are sent.

If users will receive email notifications after backups and restores, specify the following
email notification information:

Email Emailaddress from which email notifications will be sent.
GCNR2Y
Address

Outgoing |Network address of the SMTP that will send the email.
Mail
Server(SM
TP)

Recipient |Email notification recipient email addresses, separated by commas. These should |
Address(es|valid email addresses. If one or more is not valid, the transmission to those addres:
fail, and errors will appear in the log files.

Outgoing |Port number for sending email notifications.
Server Port
(SMTP)

SMTP If required, SMTRBsername, domain, and password.
Credentials

5. ClickSave

11.4.2 Set up email notifications for backups on multiple computers

By default in some Portal instances, Admin users receive emails when backups fail, or are cancelled,
deferred, missed or completed. Admin users can select backup statuses for which they want to receive
email notifications.

When email notifications are cdigured centrally in a Portal instance, an additional notification email
address can be specified for each child site. For more information, sdotit@ Admin Guide

In Portal instances where Admin users do not automatically receive email notificatmtifg;ations
must be configured separately for each computer. Seeup email notifications for backups on a
computeron page’0.

To set up mail notifications for backups on multiple computers:

1. When signed in as an Admin user, click your email address at the top right of the Portal page.
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The user menu appears.
& admin@sitel.com -

& Frofile Set:ingﬁ*\

& My Site Sertings

@ Sign Out

2. ClickProfile Settings

Your user profile appears. If your profile includes amiEMotification Settings section with a list
of backup events (e.g., Backup Canceled, Backup Completed), you can select events for which you
want to receive emails.

...............

If Email Notification Settings do not appear, you must set up notifications separatedgch
computer. Se&et up email notifications for backups on a compatepage70.

If an Encryption Password Changed option appears, you can choose to receive email notifications
when encryption passwords change in your site.

3. Inthe Email Notification Settings list, select any of the following events for which you want to
receive emails

1 Backup Cancelled

Backup Completed

Backup Completed with Errors
Backup Completed with Warnings
Backup Deferred

= =4 =4 4 =4

Backup Failed
1 Backup Missed
4. ClickUpdate notifications

115xASg | 220Qa LINPOSaa t23da | yR a
To determine whether a backup or restore completed successfully, or to determine why a process failed,
g2dz Oly @OASgs | 220Q4a LINRPOSaa fz23a0

You can also view information about safesets created for the job. A safeset is an instance of backup data
on the vaul. For most Agents, one safeset is created by each successful backup.

¢t2 QOASH || 220Q& LINRPOSaa t23a FyR al¥SasSid AyTF2N¥I
1. On the navigation bar, clidkomputers
The Computers page shows registered computers.

2. Find the computer for which you want to vidags, and click the row to expand its view.
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On theJobstab, theLast Backup Statusolumn shows the status of each backup job.

W e ha s -

3. To view log files for a job, do one of the following:
1 LYy G KSle@Acborinu, clickHistory / Logs
1 InthelLast Backup Statusolumn, click the job status.

TheHistory / Logswvindow lists the most recent backups, restores and synchronizations on the
computer.

HETONY ¢ LGS - SENVER |l

4. To view processes for a different day, click the calendar bu nn the calendar that appears,
click the date of the log that you want to view.

5. Inthe list of processes on the selected date, click the process for which you want to view the log.
TheHistory / Logsvindow shows the selected log.

6. To only show errors and warnings in the log, clickBh@rs and Warnings Onlyption at the top
right of the window.

7. To view safeset information for a particular backup, clickXbie Detaildab. The tab shows
Al FSaSh AYyF2NNIGA2Y F2NJ GKS 220Qa Y2ad NBOSyi
To view information for a different safeseatlick the calendar button. In the calendar that
appears, click the date of the backup for which you want to view information. In the list of

backups on the selected date, click the backup for which you want to view information. The tab
shows safeset fiormation for the selected backup.
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